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1. Introduction
Welcome to the EM4095 RFID Reader (EMDB409 Reader) user’s guide.

To further utilise the EM4095 RFID Reader, the minimum hardware and software requirements are;
Windows® NT/XP, 10MB HDD space, 800x600 pixels video resolution

1.1. Setup
Following steps describe the first time initialization of the EMDB409 Reader Application Software when on start up using
USB cable.

Setup - Driver Installation

At first, please unpack the EM4095 RFID Reader base station, installation CD, USB cable, transponder samples, and the
power supply adapter from the EM4095 RFID Reader box. Following steps describe the first-time initialization of the
EMDB409 Reader Application Software when using USB cable (and assuming the drivers have not been installed yet):

Log-in as administrator

Launch the Setup.exe executable found in the CD root directory

Follow the application software installation wizard to install the application software.

Connect the EMDB409 Reader to the USB port using USB cable

Connect the power supply adapter to the EMDB409 Reader and power it on

The operating system detects the reader is connected and initiates the driver installation sequence

copwndRE

Found New Hardware Wizard

Welcome to the Found New
:& Hardware Wizard

“windows will zearch for current and updated software by
looking on pour computer, on the hardware installation CO, or on
the *Windows Update Web site [with your pamiission).

Fead our privacy policy

Can Windows connect to Windows Update to search for
software?

™ Yes, this time anly

‘ez, now and gvery time | connect a device

Click Mext to continue.

< Back I Mest » I Cancel

Select “No, not this time” and click on Next button.

Note: optionally, it can be observed in the Device Manager. To open the device manager, click on Start->Control
Panels->System icon, select the Hardware tab, and click on Device Manager button. Following window shall appear,
with the reader device indicated by the “Other Devices -> USB Device” item.
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File  &ction Wew Help

o @S 2w A

. j Computer ™
g Disk drives
3 Display adapters
i DVDJCD-ROM drives
=) Floppy disk controllers
‘g Floppy disk. drives
&8 Human Interface Devices
=) IDE ATAIATAPT controllers
2 Keyboards
) Mice and other pointing devices
Monitars
EE Network adapters 1.
E@ Other devices
oL USE Device
# Parts (COM & LPT)
¥ Communications Port (COML)
F\yi Communications Port {COMEZ)
o G ECP Printer Port {LPT1)
ﬂ Processors
@é SCSI and RAID controllers
@), Sound, video and name contrallers LI

7. The “USB Device” is the USB Serial Converted and operating system will ask for its driver files location;

Found New Hardware Wizard

5

Thiz wizard helps wou inztall software for:

USE Serial Converter

I:"\;l If your hardware came with an installation CD
&2 or Hoppy disk, insert it now.

What do you want the wizard to do’?

' Install the software automatically (R ecommended)
& dnstall from a list or specific location [ddvanced

Click Next to continue.

¢ Back I Mext > I Cancel

Select “Install from a list or specific location (Advanced)” item and click on Next button.

8.  The operating system displays a dialog to enter the driver location;
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Found New Hardware Wizard

Pleaze choose your search and installation options.

%' Search for the best diver in these locations.

Usze the check boxes below to limit or expand the default search, which includes local
pathis and removable media. The best driver found will be installed.

[ Search removable media (floppy, CO-ROM...]

¥ Include this location in the search:

ﬂ Browse |

" Don't search. | will choose the driver ta install.

Choosge this option to select the device driver from a list. Windows does not guarantee that
the driver you choose will be the best match for your hardware.

< Back I Mest » I Cancel

Click on Browse button and locate the driver directory on the installation CD (for example; “Your CD/DVD drive
letter”:\Drivers\CDM20602". Finally click on Next button.

9. Operating system starts the USB Serial Converted driver installation. It may require a confirmation on installation of
unsigned driver, as a standard policy.

Hardware Installation

{ | } The software you are installing for thiz hardware;
L
USE Sernial Corvverter

has not passed Windows Loga testing ba verify its compatibiliog
with Windows »<P. [Tel me why this testing is important. )

Continuing your installation of this software may impair
or destabilize the commect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop thiz installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

Continue Arnyway OF Installabion

Click on “Continue Anyway” button.

10. After the USB Serial Converter driver installation, the operating system initiates a second sequence to install the USB
Serial Port driver. The operating system will ask for the driver again.
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Found New Hardware Wizard

Thiz wizard helps vou inztall sofware for;

JSE Serial Port

f:';l If pour hardware came with an installation CD
&2 or Hoppy disk. insert it now.

What do you want the wizard to do?

" Install the software automatically (R ecommended)

& drtall from a list or specific location [Bdvanced

Click Mext to continue,

< Back I Mext » I Cancel |

11. Hence;
a. In newly displayed Wizard dialog, select “Install from a list or specific location (Advanced)” item and click
on Next button.
b. In newly displayed Driver location dialog, leave the “Your CD/DVD drive letter”:\Drivers\CDM20602” in the
location edit box and click on Next button
c. Confirm the “Continue Anyway” query
12. When the operating system finishes the installation, the correctly installed driver (with the reader connected and
powered on) shall be indicated in the Device manager as “USB Serial Port”;

-l
File  Action Wew Help
= @ | & | 2 E

----- F\y‘ Comrmunications Park (COM1) ;I
- F\y‘ Comrmunications Park (COM2)
----- - ECP Prinker Port (LPTL)

a

i &
o

{588 Processors

ZI--@%I SCST and RAID cantrollers

f- @), Sound, video and game controllers

H- g System devices

El- Unwersal Setial Bus controllars

-8 Generic USE Hub

B Intel(R) §2801BA/BAM LSE Universal Host Cortraller - 2442
-2 Intel(R) 628016A/BAM USE Universal Host Contraller - 2444
-8 MEC PCI ko USE Open Host Cantraller

B MEC PCI ba USE Open Host Cantraller

& Standard Enhanced PCI ko USE Host Contraller

82 USB Root Hub

= USB Root Hub

= USB Root Hub

82 USB Root Hub

= USB Root Hub

-2 LUSE Serial Converter |-

Application software start

1. Inthe Start->All programs menu, locate the EMDB409 Reader application software and launch it

2. Within EMDB409 Reader application software, select a menu Reader Connection -> Connect. The application finds
every available virtual COM ports that are provided by FTDI USB drivers.

3.  Choose the appropriate COM port in the Com Port List Box and click on Connect button to establish the connection.

4. The OK field inside the status bar and status window signalize a successful initialization while the reader connection
modal window is closed automatically. Otherwise, status bar signalizes an error.

Possible problems caused by EMDB409 Application Software and their suggested solutions:
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1. No COM portis found - the operating system is not properly configured or the insufficient privileges are applied. Please
inspect the hardware device list of your PC to check there is a USB<->COM converter device present while the
EMDB409 Reader is connected via USB cable and powered on and the drivers have been installed correctly.

2. To determine the virtual COM port (system way) - please inspect the hardware device list of your PC to check there is a
USB<->COM converter device present while the EMDB409 Reader is connected via USB cable and powered on and
the drivers have been installed correctly. On some systems, the virtual COM port number may collide with other virtual
devices; in such case, please fix the COM port manually to another not-yet used port number.

3. To determine the virtual COM port (easy way) - run the EMDB409 Reader Application Software and select menu
Reader Connection -> Connect. Remember the COM ports listed in the COM Port List Box. Then, connect the
EMDB409 Reader via USB cable and power it on. After several seconds, the operating system creates a new virtual
COM port, thus, click on Refresh button and check what a new port appears in the COM Port List Box.

4. The reader doesn'’t respond on startup - please determine the virtual COM port number and presence as described
above.

5. Partially installed drivers - if the USB Serial Converter driver is installed only, open the device manager;

i xi

File  &ction Wew Help

0 BHEES E2E AR

: F\yi Communications Port {COML) :I
4 Communications Part (COMZ)
# ECP Prinker Port (LPTL)
o 3 USE Serial Port
]--ﬂ Processors
]--@é 551 and RAID controllers
7@ Sound, wideo and game controllers
]q{ Swstem devices
ER=- Universal Serial Bus contrallers
&= Generic USE Hub
& Intel(R) 628016A/BAM USE Universal Host Contraller - 2442
= InteliR) 82801B4/BAM USE Universal Host Contraller - 2444
&5 NEC PCT ko USE Open Host Contraller
&5 NEC PCT ko USE Open Host Contraller
& Standard Enhanced PCI to USE Host Contraller
= LISE koot Hub
-2 LISE Roat Hub
-2 LISE Roat Hub
-2 LISE Roat Hub
= LISE koot Hub

- LISE Serial Converker

frn i rw B

Then click on “USB Serial Port” with right mouse button, and select “Update driver” item. Continue the installation
queries according to the step 11 above.

1.2. User's guide

Follow this user's guide chapters that describe the functionality of EMDB409 Reader application software and show how to
communicate with the RFID transponders easily. The same information can be found in the EMDB409 Reader Application
help available through pressing the key F1.
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2. Starting EMDB409 Application Software

Following steps describe the standard initialization of the EMDB409 Reader Application Software when using USB cable
assuming the drivers are already installed:

1. Connect the EMDB409 Reader to the USB port using USB cable

2. Connect the power supply adapter to the EMDB409 Reader and power it on

3.  Run EMDB409 Reader Application Software

4. Select a menu Reader Connection -> Connect — the application finds every available COM port by trying to open it.
Every available COM port is inserted into the Com Port List Box.

5. Choose the appropriate COM port in the Com Port List Box and click on Connect button to establish the connection

6. The OK field inside the status bar and status window signalize a successful initialization while the reader connection

modal window is closed automatically. Otherwise, status bar signalizes an error.

3. Graphics User Interface

The EMDBA409 Application Software graphics user interface is split into two panels separated by a status bar. The upper
panel displays a transponder specific frame (controls, commands, editable fields, etc). No transponder specific frame is
displayed after the connection is established (see Figure 1 Graphics User Interface). The bottom panel contains a Message
Window.

Eh‘? EMDB 409 Reader Application Software =] 3
Beader Connection  Tag Selection Tools  Help

Meszzage Window

14:57:39 Start =
14:57:39 Please, establish the connection in Reader Connection menu.

Figure 2 Start-up graphic user interface

Status Bar
For all the commands the first field of status bar displays a Status (result) of the recent command execution;

+ OK.
* ERROR

M essage Window
Message Window displays the commands and their responses actually processed by the application software. Although the
message window can be hidden, it displays useful information about the results of the commands.

Copyright 0 2010, EM Microelectronic-Marin SA 7 www.emmicroelectronic.com
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4. Operation Selector
Until the communication with the EMDB409 Reader is established, following menus are available;

* Reader Connection menu
o Connect - to establish the connection
0 Exit — to exit the application software
e Tools menu
0 Message Window Visibility — to show/hide the message window
0 Clear Message window — to clear the message window
0 Bootloader — to upload a new firmware to the EMDB409 Reader

As soon as the communication with the EMDB409 Reader is established, the communication menus are enabled.
The communication menus comprise:

e Tag Selection menu
0 Animal mode - to read transponders programmed with Animal mode data
0 Read Only mode - to read transponders programmed with Read Only UID
0 EMA4450 - to communicate with EM4450 transponder
o EM4205/EM4305 - to communicate with EM4205 or EM4305 transponder
o EMB6869 - to communicate with EM6869 transponder

e Tools menu
o Field ON - RF field on
o0 Field OFF — RF field off
o0 Field Reset — Field off and field on

Note: EM4100, EM4102, EM4105, EM4150, EM4350, EM4550, EM4026, and EM4x69 transponders are obsolete products.

Copyright 0 2010, EM Microelectronic-Marin SA 8 www.emmicroelectronic.com
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4.1.  Animal mode transponder

EMDB409 Reader is capable of reading the UID of Animal mode transponder.

Animal mode Read UID

1. Select a Tag Selection ->Animal mode menu
2. Place a single Animal mode tag on the EMDB409 Reader
3. Click on Single Read button

MDB409 Reader Application Software Release 1.0 - |D|ﬂ
Reader Connection  Tag Selection  Tools Help
r—&nimal mode
—Current Tag Configuration —Animal D ata kMap Organization
Country Code Mational ID Code
0000000000111001
999 | 000000831955 | 0111100011011001
Data Black Reserved Animal Flag 1000010000000010
0000011110011111
o | oo000 | 1 |
1000000001000000
. | 0110110110010111
Single Read
0100100000000100
Start Autodetect | Status: 0000001000000001
Skatus: 0K, Reader Firmware Yersion: 0.15, Family: 90, Date : 9.10.2009
Meszage Window
14:57:58 Received: <0204 FOOOF4 03> ﬂ
14:57:58 0K
14:57:59
14:57:59 Animal mode : Read 1D
14:567:59 Sent: 020311 1203
14:58:00 Received: <0214 711 00009C1E 98 21 40E0FI 01 02BEES 1220 4080 CA 03 »
14:58:00 0K,
14:58:00 Country code = 993
14:58:00 Wational 1D code = 000000831955
14:58:00 Data Block = 0
14:58:00 Reserved = 00000
14:58:00 Animal Flag =1 |-

Click on Start Autodetect button to run continuous Read of Animal mode UID.

To emulate Animal mode tags by EM4205/EM4305, refer to Animal Application Software on the installation CD (EMDB409

Reader AN Application Software).

Copyright 00 2010, EM Microelectronic-Marin SA 9
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4.2. Read Only mode transponder

EMDB409 Reader is capable of reading UID of transponders programmed with Read Only data structure.

Read Only mode Read UID

1. Select a Tag Selection ->Read Only mode menu

2. Place a single Read Only mode tag on the EMDB409 Reader

3. Click on Single Read button

MDB409 Reader Application Software Release 1.0

Reader Connection Tag Selection  Tools  Help

=10 x|

—Read Only mode

—Current Tag Configuration

Costurmer Code Data ltem

o1 | 01A6244C |

Single Read |
Statusz——————
Start Autodetect | _

—Memory Map
11 1 1 1 1 1 11 9 header bits
8 wersion bits o 0 0 0|FD
or Custorner [D o o 0o 1|mM
o o o o0|FP2
o o o 1/|FP3
1 0 1 0|FP4 ) T
32 data bits 0 1 1 o |pg | Cinepariyb
o o 1 0|FPs
o 1 0 0|FP7
o 1 0 0|FPs
1 1 0 0/|FP3
4 column parity bitz | PCO PC1 PC2 PC3 1]

Meszzage Window

Skatus: 0K, Reader Firmware Yersion: 0.15, Family: 90, Date : 9.10.2009

14:52:23

14:52:29 Field Reset

14:52:29 Sent: |02 04 FOFF 0B 03]
14:52:30 Received: <0204 FOOOF4 03>
14:52:30 0K

14:52:32

14:52:32 Read Only mode : Read ID

14:52:32 Sent: 02031013 03]

14:52:32 Received: <02031000 8032 24 65 8064 03 »
14:52:33 0K

14:52:33 Customer Code = 01

14:52:33 Unique Serial Mumber = 01AB244C

L4l

Click on Start Autodetect button to run continuous Read of Read Only mode UID.

To emulate Read Only tags by EM4x69, refer to Read Only Application Software on the installation CD (EMDB409 Reader

RO Application Software).

Copyright 00 2010, EM Microelectronic-Marin SA

10

www.emmicroelectronic.com



AN427

4.3. EMA4450 transponder

Following notes describe typical usage of the EMDB409 Application Software graphics user interface for family of EM4x50
transponders.

Setup
1. Select a Tag Selection -> EM4450 menu (see Figure 4 EM4450 Communication Frame)
2. Place a single EM4450 tag on the EMDB409 Reader

MDEB409 Reader Application Software Release 1.0 100 x|

Reader Connection Tag Selection  Tools  Help

r—Tranzponder Eb 4450
—Memory Map | —Command:
- 2 ReadBlock | wite Block |
2 Contral ward [Rw .
3 User word 0 R Selective Read | Set Control word |
4 User word 1 (R
5 ser word 2 G Read in Contral Woard | Mew Password |
[ User word 3 (R
7 User word 4 (R
8 User word 5 (R
3 User word B (R
10 User word 7 (R
11 User word 8 [R Logit | Feset Tag
12 User word 9 (R
13 User word 10 R Login Status:——
14 User word 11 (R Mot logged i
15 User word 12 [ I ohagetn
|
Skatus: 0K, Reader Firmware Yersion: 0.15, Family: 90, Date : 9.10.2009
Meszzage Window
15:33:02 -
15:39:02 Field R eset _I

15:3%:02 Sent: 10204 FOFF OB 03]
15:39:03 Received: <02 04 FOOOF4 03 >
15:3%:03 0K

Figure 3 EM4450 communication frame

Read Block
1. Click into the Memory Map table to select a block to be read
2. Click on Read Block button

Write Block

1. Click into the Memory Map table to select a block to be written
2. Click on Write Block button

3. Enter the new block value (see Figure 5 Enter new value)

4. Click on Ok button

Copyright 0 2010, EM Microelectronic-Marin SA 11 www.emmicroelectronic.com
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EEEnter new value:

Mew value =

|unnnunnn

5B ute LS5Eute

Ok |

Figure 4 Enter new value

Note: The Write Block command can be used only for Read/Write (RW) Blocks
Login
Login command is used to access protected memory areas. The login status is displayed in the Login Status window.

1. Click on Login button
2. Enter the current password value (see Figure 6 Enter password)

3. Click on Ok button
TR

Enter current pazzwaord value:
|nooooo0o
kSEute LS5Euyte

Ok |

Figure 5 Enter password

Selective Read
Selective Read command is used to read blocks that are defined between First Block Read value and Last Block Read

value.

1. Click on Selective Read button
2. Enter the First and Last Block values (see Figure 7 Enter Blocks values)

3. Click on Ok button

Note: Possible values are: 1<= First Block value <= Last Block value <= 33

Copyright 0 2010, EM Microelectronic-Marin SA 12 www.emmicroelectronic.com
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i Set First and La... [ [=] E3

Im Firzt Block Read
|1 1] Laszt Block Read

1] 3 | Cancel

Figure 6 Enter block addresses

Set Control Word
Set Control Word command is used to set the Control Word which stored in the Block 2. When you click on Set Control
Word button, the reader reads actual content of the Control Word first.

Sets new value of the Control Word

1. Click on Set Control Word button

2. Change the setting of the Control Word (see Figure 8 Set Control Word)
3. Click on Set button

iE: EM4x50 Set Control Word (=] k3

||:|1 First Block Read [Bitz 7 - 0)
|1 0 LastBlock Read (Bitz 15 - 8]

[ Pazzword Check [Bit 18]
[T Bead After ‘Write [Bit 17]

||:||:||:||:| Uzer Available (Bit 31 - 18)

Set

Figure 7 Set control word

Read In Control Word
Read in Control Word command reads values of the First Block Read and Last Block Read in the Control Word and then it
reads these blocks.

Copyright 0 2010, EM Microelectronic-Marin SA 13 www.emmicroelectronic.com



AN427

New Password
New Password command is used to change current password value.

1. Click on New Password command
2. Enter Current password value (see Figure 9 Passwords values)
3. Enter New password value
4. Click on Ok button
:Set password values =10 x|

Current password value =

0000000

Mew pazgzsword value =

|

'3 |
Figure 8 Password selection window

Reset Tag

Reset Tag command returns the tag from any mode to the Standard Read Mode in which the tag sends data continuously,
word by word from the memory section defined by the First Block Read and Last Block Read in the Control Word.

Copyright 0 2010, EM Microelectronic-Marin SA 14 www.emmicroelectronic.com
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4.4. EMA4205/ EM4305 Transponder

Following notes describe typical usage of the EMDB409 Application Software graphics user interface for EM4205 or

EMA4305 transponders.

Setup
1. Select a Tag Selection -> EM4305 menu (see following figure)

2. Place a single EM4305 or EM4205 tag on the EMDB409 Reader

EEEMDB-{I]‘J Reader Application Software Release 0.13

Reader Connection Tag Selection  Tools  Help

=10 x|

—Supported tags : EM4205, EM4305
[ Memony Map [ Command: [ Tag data
Tag Features | FDXE | Initialise FDRE
i Configuration | —TagFeatures in TagMemony—————————
1 IO / User free (R
3 User free R Customer Code  Unique |dentification Mumber
4 Configuration word (R Read Block |
5 User free R = = ‘
B User free [Rw ke Block |
User free R
] User free Gl Rezonant Capacitor Chip Type
9 User free (R
10 User free (R iR iR | = = ‘
1 User free (R ;
12 User free [Rw] Login |
13 User free R Read Tag Features |
14 Protection word 1 RF] Mew Passwaord |
15 Pratection word 2 [RF -
Disable | —Login status:
Mat logged in
Status: OLK, Reader Version: 0.11, Family: 90, Date : 15.6.2007
Meszzage Window
08:37.56 Feader connected. ;l
08:38:01
08:38:01 Field Reset
08:3%:01 Sent: 10204 FOFF OB 03]
08:3%:02 Received: <0204 FOOOF4 03 >
08:38:02 0K
08:38:02
08:38:02 Feader Set Mew Configuration
08:3%:02 Sent: 102 07 FC 8F 00 02 00 76 031
08:3%:02 Received: <0204 FCOOFE 03>
08:38:03 0K
08:38:03 Current Reader configuration: Bi/32, LwR=8 j

Figure 9 EM4205/EM4305 communication frame

Before using any command it is necessary to ensure that the reader and EM4305 or EM4205 transponder have the same
configuration. To configure both the reader and transponder, please use the Configuration command. After entering the
EMA4305 frame, the reader is configured to Biphase RF/32 downlink communication automatically, i.e. the default EM4205 /

EMA4305 downlink communication configuration.

Configuration

Configuration command is used for configuration EM4305, EM4205 and EM4095 RFID Reader.

Configuration of Code, Data Rate and LWR for EM430 5, EM4205 and EM4095 RFID Reader

1. Click on Configuration button in main window for EM4305 or EM4205 transponder

2. Choose Configuration mode, Code/Data Rate and Last Word Read (LWR). For example; both EM4305 and Reader

configuration, Bi/32, and LWR=8.
3. Click on Set button

Copyright 00 2010, EM Microelectronic-Marin SA 15
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HE: EM4305 Configuration - O] =|

—Configuration mode
*' EM4305 and Fieader same configuration

™ Only EM4305 configuration
™ Only Reader configuration

—EM4305 configuration— [ Reader configuration——

i~ Mn/G4 = Mn/Bd

i Mnda2 i Mnd32

" Bi/G4 " BifG4

* Bif32 + Bi32

—EM4305 Delaved OM—— —Actual Reader Config.—
= Mo delay[00] Biphase |
i BE/M

 oe/g RF/32| LwR=8 |

£ Mo delay [11]

—EM4305 Special Bit
[T Double pulze B5E4 [T Dizable

[~ FeadLogin [T RTF

[~ white Lagin [T Figeon mode
—LwR

. J

5 B 7 8 3 1011 12 13 14 15

Set Cancel |

Figure 10 EM4205/EM4305 configuration window

If the configuration command proceeds successfully the Configuration window closes automatically. Otherwise, the
configuration needs to be repeated or cancelled until successful.

Further guide assumes the reader and the tag config  uration matches.

Read Block

1. Click into the Memory Map table to select a block to be read.
2. Click on Read Block button

3. Click on Ok button

Write Block

Click into the Memory Map table to select a block to be written.
Click on Write Block button

Enter the new block value.

Click on Ok button

PR

Note: The Write Block command can be used only for Read/Write (RW) Block

Login
Sending Login command is necessary before sending any password protected command. The status of Login command is
visible in Login Status window under the Login button.

1. Click on Login button
2. Enter actual password value
3. Click on Ok Button

Copyright 0 2010, EM Microelectronic-Marin SA 16 www.emmicroelectronic.com
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=

Enter cument pazsword value:

|unnnunnn

MSEute LSByte

Ok |

Figure 11 Enter the password value

New Password
New Password command is used to change the actual password value. Before changing the password values the
transponder has to be in Logged state (see Login Status).

1. If the Login Status is in Not logged state, use Login command to log-in
2. Enter new password value
3. Click on Ok button

Protection

Protection command protects Blocks in the transponder memory from being written. After clicking on Protection button the
reader sends a command to read current value of the Protection Word. The already protected Blocks are ticked and they
have gray color.

Warning: The bits in Protection word that are stored in the Protection words (Block 14 and 15) are one time programmable
(OTP) which means that once they have been set they can not be reset any more.

Click on Protection button

Tick the blocks which you would like protect
Click on Set button in Set Protection Bits window
Click on Yes button in Warning window

PonNPE

£iE: Set Protection Bits =10 x|

—Set Pratection bit

[¥ | Chip Tope /£ Wser free Black O
[ U104 Uzer free Block 1
[~ Pazsword

[~ User free block 3

[~ Configuration ward

[~ User free block &

[~ User free block B

[~ User free block 7

[~ User free block 3

[~ User free block 9

[~ User free block 10

[~ Uszer free block 11

[~ User free block 12

[~ User free block 13

[~ Protection words

Set

Figure 12 EM4205/EM4305 Protection selection window
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X

Are yol sure?
! The bits are One Time Programmable anly,

Disable

Disable command is accepted in the case the Disable bit in Tag Special Bits is set to 1 (see Configuration -> EM4305
Special bits selection). When this command is detected EM4305 or EM4205 tag stops all operations until power-up. In case
the Disable command is not accepted (Disable bit is set to 0) EM4305 or EM4205 tag returns in Default Read mode.

Within the EM4305 frame, the FDXB and Initialise FDXB indices provide the controls to read and configure the EM4205 or

EMA4305 tag into the Animal mode (FDXB).

FDXB continuous read
1. Select the FDXB index
2. Check the Auto Read checkbox

SEEMDB-!I]Q Reader Application Software Release 0.13
Reader Connection  Tag Selection  Tools  Help

=lolx|

[ Supported tags : EM4205 EM4305
—Memory Map —Command —Tag data
Block number | Contents [Mode  [value | TagFeatures  FDHE | Initialise FOAB I
1] Device type / User free | [Rw] Configuration | —Cument Tag Configuratior
1 UID / User free [Fie/] Country Code Mational 10 Code
3 User free (R
I Corfiquration word  (Fiw] ReadBlock | 999 | 000000000512 |
& User free [Riw] .
& ser free (B ‘white Block | D ata Block Feserved Animal Flag
7 User free IR 0 | 00000 | 1 |
8 User free R
9 User free R .
10 User free (R it |
1 User free (R -
12 User free [Riw] Lagin |
13 |ser free (R
[ Mew Passward |
Protection word 2 [RP -
Disable | —Login status:
Mot logged in
Status: Processing Reader Version: 0,11, Family: 90, Date : 15.6,2007
Message Window
03:47:50 Sent: 10203 111203 ;I
03:47:50 Received: <0214 11000004 28710 20 40E0FI 01 0206 8413 20 4080 36 03 »
09:47:50 OK.
09:47:50
09:47:50 EM4x05 : Read D
03:47:50 Sent: 10203 111203
03:47:51 Received: <0214 11000004 2810 20 40E0FI 01 0206 8413 20 4080 36 03 »
09:47:51 OK.
09:47:
09:47:51 EM4x05 : Read D
03:47:51 Sent: 10203 111203
03:47:51 Received: <0214 11000004 28710 20 40E0FI 01 0206 8413 20 4080 36 03 » j

Figure 13 Reading EM4205/EM4305 configured in FDXB mo de

When the Auto Read checkbox is checked, the application software detects the presence of the FDXB configured tags in
the RF field, the FDXB data is displayed in appropriate panels. The same continuous detection is available in Tag Selection

-> EM4005 / EM4105 frame.

Initialise FDXB (Write)

1. Switch to the Initialise FDXB index
2. Enter the desired FDXB data contents
3. Click on Write button within the Initialise FDXB index

Copyright 00 2010, EM Microelectronic-Marin SA 18

www.emmicroelectronic.com



AN427

{ff FMDB409 Reader Application Software Release 0.13 — IDIﬂ
Reader Connection  Tag Selection  Tools  Help
[ Supported tags : EM4205 EM4305
—Memory Map —Command —Tag data
Tag Features | FDXB  Initalise FDXE |
0 Configuration | —Fead /'wiite EEFROM Memony————————————
1 UID # User free [Fiw]
a User free [Riw] Country Code 999
4 Configuration word [ Read Block | . )
5 User free [Rw] 10280000 Mational ID code : IDDDDDDDDDS13
E User free [Rw] FSED4020 wiite Black | Data Elock : IU
Fi User free R 9FFE0201
8 User free [RY] 50402011 Reserved: [20000
9 User free [Rw] X i .
10 ser fres [Fw] Fratection | Animal Flag : I1 Open Logl
1 User free [Riw] . Operations
12 User free [Riw] Lagin | . o
13 User free [Fiw] Fiead it Lock Initialize
14 Protection word 1 [RP Mew Password |
15 Protection word 2 [RF] -
Disable | —Login status:
Mot logged in
Skakus: 0K, Reader Version: 0,11, Family: 90, Date : 15.6,2007
Message Window
10:26:10 Sent: 10208 91 07 01 02 FE 9F FC 03] ;I
10:26:10 Received: <0204 31 003503 »
10:26:10 0K
10:26:10 Value : O9FFEO207 is written to Block 7
10:26:10 'witing <B0402011> line 8
10:26:11
T0:26:171 EMa=05 : Wirite Waord
10:26:11 Sent: 10208 91 0811 20 40 80 60 03
10:26:11 Received: <0204 91 009503 »
10:26:11 OK.
10:26:11 Walue : 0xB04020171 is written to Block 8
10:26:11 FDXB data written successfully. j

Figure 14 Initialising EM4205/EM4305 in FDXB mode

Analogously, Read (to verify the FDXB data), Lock (to lock blocks 4-8), and Initialise (to write the FDXB configuration word
along the FDXB data) functions can be invoked by clicking on appropriate buttons.

Note: The FDXB index / Auto Read feature uses the default read FDXB data capture, i.e. no command is sent to the tag,
just the FDXB downlink response is captured freely. On the other hand, Initialise FDXB index commands emit the
EM4205/EM4305 commands, i.e. uplink command is also sent by the reader.
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4.5. EMG6869 transponder (LF interface)

Following notes describe typical usage of the EMDB409 Application Software graphics user interface for EM6869

transponders.

Setup
1. Select a Tag Selection -> EM6869 menu (see following figure)
2. Place a single EM6869 tag on the EMDB409 Reader

EFEMDB-{I]‘J Reader Application Software Release 1.0

Reader Connection Tag Selection  Tools  Help

=10 x|

—EMBBEES Tranzponder
[ Memony Map [ Page selector:

rCommands

Read Block |
“winite Block |

A [ [
000 CK. pratection [OTP)
2 [0x002 Frotection register

1
2
3
4
13(0:003] _ |UM 5 Fiead Page Range |
|4 00:004) M 6
7
g

5 [0=005 Likd

B (0006 LIk

7100071 UM 1

8 (0008 Password[15:0] 1

90009 Password[31:16] 12

0 (0008, 101501 13 |
000 1D[31:16] 14

12 [0x00C) LM 15

130040001 UM 16 . |
0x00E LM 17 AES & Protection

115 (0400F)  |LIM 13

16 (0x010] Uk . . = a0 . LF ‘W ake-up |

‘wiite Page Fange |

Skatus: 0K, Reader Firmware Yersion: 0.15, Family: 90, Date : 9.10.2009

Meszzage Window

10:59:02 Sent: 10203 FD FE 031

10:59:02 Received: <02 08 FD 00 OF 4913 84 FA 03 >
10:5%:02 Yersion: 0.15

10:59:02 Family: 90

10:5%:02 Date - 9.10.2009

10:5%:02 0K

10:59:02 Reader connected.

10:59.05
10:59:05 Field R eset

10:59:05 Sent: 10204 FOFF OB 03]
10:5%:06 Received: <02 04 FOOOF4 03 >
l‘l 0:55:06 0K

Figure 15 EM6869 communication frame

Tag position

EM6869 is typically equipped with very small SMD antenna (usually on ferrite core). In order to communicate with such
transponder successfully the transponder antenna must be placed on the EMDB409 reader antenna logo directly, the

antenna axis shall be perpendicular to the plastic box surface.

Read Block

Select the page number in Page selector and select the block number line in the Memory map. Click on Read Block button

to obtain the block contents.

Read Page Range

A range of consequent blocks can be selected and read by single reader command Read Page Range. When single block

is selected in the Memory map, the reader will read complete page (see example below).

Copyright 00 2010, EM Microelectronic-Marin SA 20
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[ EMDB409 Reader Application Software Release 1.0 i ] 4]
Reader Connection  Tag Selection  Tools  Help
[ EMEBES Tranzponder

—Memory Map —Page selector: rCommands———
k rumbe iI _Z Read Black |
0x00 K. protection [OTF) % ‘Write Block |
2[0x002 Pratection reqister FFFF 4
(0000 {LIM 0000 ] Read Page Range |
4 (0004 UM 0ooa g
|5 (04008)  JLIk 0a0o 7
60005 UM o000 g Wirite Page Range |
7100071 UM 0o0o 3
8 0=008 Pazsword(15:0] HACE 1
9 (0009 Pazsword[31:16] NALCK 12
0 (04008 101501 0ooa 13 —
Cx008 ID[31:16] 0ooa 14
2 [0x00C UM 0ooa ]Ig
113(0<0001 UM 0ooa .
000F UM a0an :Ilg AES & Protection |
5 [0x00F UM 0ooa 19
6 (010 |UM 0000 =l = LFwake-up |
Status: 0K, Reader Firmware Version: 0,15, Family: 90, Date : 9,10,2009

Message Window

11:01:19 Value in Block 20 [0x014] iz : MACK ;I
11:01:19 Walue in Block 21 [0=015] is : NACK
11:01:19 Value in Block 22 [0x016] iz : MACK
11:01:19 Value in Block 23 [0x017) i : MACK
11:01:19 Value in Block 24 [0x018] iz : MACK
11:01:19 Value in Block 25 [0x019) iz . MACK
11:01:19 Walue in Block 26 [02014] is : NACK
11:01:19 Value in Block 27 [0=01B] iz : MACK
11:01:19 W alue in Block 28 [0x01C] is : MACK
11:01:19 Y alue in Block 29 [02010] is - HACK
11:01:19 Y alue in Block 30 [0=01E] iz : MACK
11:01:19 Walue in Block 31 [0=01F] is : NACK j

Figure 16 Whole page read example

EMDBA409 firmware uses Read Word (0-1023) command to read each block separately. The tag may reject the reading of
each block by NACK response.

Write Page Range

Similarly, EMDB409 firmware can write up to 16 blocks by single reader command; select the page in Page selector and
consequent range of words in the Memory map and click on Write Page Range button (see 3 blocks example below).

nter new value: - 10| x|

MHew value =

|n1 234RE7894E
MSEuyte LSByte

Ok | Cancel |

Figure 17 Write 3 words example

Copyright 0 2010, EM Microelectronic-Marin SA 21 www.emmicroelectronic.com



AN427

SEEMDB-!I]Q Reader Application Software Release 1.0 — IDIﬂ
Reader Connection  Tag Selection  Tools  Help
[ EMEBES Tranzponder
—Memory Map —Page selector: rCommands———
|Block number | g = Fiead Black |
0 (040601 LR/Lw 1
2 .
L1 (020671 [LiM1 2 wite Block |
]
g Read Page Fange |
5 (04085 Lkd1 7
G055 UM1 g Wiite Page Range |
7100671 UM1 3
8 [0x068 U2 1
9 [0=069 L2 12
0 [0=0E LIk 2 12 =
0=06R U2 14
|12 00601 {LIM3 12
U3 17 AES & Protection
14 [0=06E U3 18
|15 [0x06F]  {LIM3 15
16 (00701 M4 LI a0 ;I LF ‘W ake-up |
Status: 0K, Reader Firmware Version: 0,15, Family: 90, Date : 9,10,2009
Message Window
11:01:19 Y alue in Block 29 [02010] is - HACK ;I
11:01:19 Walue in Block 30 [0201E] is : NACK
11:01:19 Value in Block 31 [0x01F] iz : MACK
11:0302
11:03:02 EMBEES : \white Page
11:0302 Sent: 1020C 44 62 0004 23 01 67 4548 83 EC 03
11:03:02 Received: <02 08 44 00 FF FF FF FFAC 03 >
11:0%02 0K
11:03:02 nack = FFFFFFFF
11:03:02 Yalue in Block 98 [0x062] iz : 0x0123
11:03:02 Yalue in Block 99 [0x063] iz : 0x4567
11:03:02 Walue in Block 100 [0=064] is : 0x394B j

Figure 18 Write 3 words example result

AES and Protection
The application software provides partial control of EM6869 tran
number setup, click on AES & Protection button.

E}EEMEBEQ AES Authentication Commands

sponder AES configuration including the key and random

=10 x|

—Parameter
AMH1 zize F zize Geize— AMZ zsize——
™ 32 bits " 32 bits " 32 bits ™ 32 bits
" B4 bitz . . " B4 bitz
96 hits B4 bitz B4 bitz 96 hits
= ‘| " % 122 bits {* 122 bits {+ 122 bits

SK1 = II]DDDDEIDDDEIDEIDEIDEI

digit SKI[127:124]  digit SKIET:64]
IDDDDDDDDDDDDDDDD
digit SKI[63:60] digit SK13:0]

RBM1 exp = IDDDDDDDDDDDDDDDD

SkE3= IEIEIDDDDDDDEIDDEIEIDD
digit SKIM2T124]  digit SK3[6T:64]
IDDDDDDDDDDDDDDDD
digit SK3[E3:60]

RMZ exp = |nuunnnun

digit 3K3[3:0]

digit AW 1exp[95:92] BN 1exp[35:32] digit ANZeA[3125]  RM2enl5:0]
|00000000 MaSK = [o0000
digit AN 1exp[31:25] K 1exp[3:0] M3E 13EB
—Crypto canfiguration—— ~Protection———— ~Authentication—
Wiite CryptConfig. nlock LIk Single Auth.
nlock Keps Unlock LEDLET Futual Auth,
Cancel |
WWrike Feys Wiite Pazsword Mutual 150 Auth,
Write Rz Frotect

Figure 19 AES & Protection window
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The EM6869 AES Authentication Commands window contains the selection of random number RN1 and RN2 size, function
F and G size, secure key SK1 and SK3 contents, random number RN1 and RN2 expansion, and the Mask. All these
values selected are used by the Crypto configuratio n, Protection, and Authentication commands invoked b y
clicking on corresponding buttons; the application software assumes that the tag is configured with ma tching
values.

If the select configuration does not match the settings of the tag, the Crypto configuration, Protection, and Authentication
commands usually fail.

Optionally, the values in this window can be used to be written into the tag’s appropriate blocks.

Write Crypto Configuration

As the first step, the EM6869 tag Crypt Configuration shall be initialized. Please refer to EM6869 datasheet on Crypt
Configuration word settings and its meaning in relation to EM6869 AES Authentication commands. Set the desired RN1 and
RN2 size, function F and G size and click on “Write CryptConfig” button.

Note: the crypto configuration change is possible as long as tag’s Protection register LBP bit is not set (i.e. LBP = ‘1").

Tag Key change

To change the SK1 and SK3 key contents in the tag, fill the current correct SK1[31:0] password part in its edit box. Click on
Unlock Keys command to enable the key change. After the Unlock Keys command is executed successfully, fill the new
SK1 and SK3 key contents into the edit boxes and click on Write Keys button.

Note: it is recommended to save the new key valuei  n some notepad.

Note: the tag’s key change is possible as long as tag’s Protection register LB1 bit is not set (i.e. LB1 = ‘1").

Tag RN exp/Mask change

EM6869 Authentication commands use AES 128b cipher which usually involves one or two 128bit random numbers in the
calculation. In order to decrease the number of words exchanged between the tag and the reader during the authentication,
EM6869 allows the RN1 and RN2 size exchanged being reduced to 32, 64 or 96 bits. When the exchanged RN1 or RN2
size is shorter than 128b, both tag and reader need to extend them internally with arbitrary value into 128b for AES
calculation. Such arbitrary value is called RN1 expansion and RN2 expansion, the actual values are stored in the tag
memory; RN1 exp, RN2 exp register.

Another arbitrary value, the Mask, is required for Single and Mutual Authentication commands to when function F is set to
128b.

Fill new RN1 exp, RN2 exp, and Mask value into the corresponding edit boxes and click on Write RNs button.

Note: RN exp/Mask change is possible as long as tag’s Protection register LBP bit is not set (i.e. LBP =‘1’).

AES authentication
With above Crypto Configuration, Key, and RN exp/Mask settings updated, all three EM6869 authentication commands can
be performed.

E}EEMDBM]‘J Reader Application Software Release 1.0 - |EI|1|

Reader Connection  Tag Selection  Tools  Help

—EMEBES Tranzponder
—Memory Map —Page selector: rCommands——
Blocknumber [Conterts — [vale [ 4] || |0 N Riead Block |
15 I0R0BF1  |UIM3 1
2 .
116100700 |LIM4 o Wiite Block |
7 (007 Ukd4 4
118(0:072] _ {UM4 5 Fiead Page Range |
3 [0=073 L4 B
20 [0x074 U5 7 .
71 (00075 M5 o ‘wiite Page Fange |
22 (040761 | UMS %
25 |ums I
24 [0x07E UE 12
250,079 |umts 13 | |
26 [0x078 LB 14
27 [0x07B UME 13
2800701 |UM7 1 g
— L
U7 18
19 " |
M7 j 5 j LF " ake-up

Status: 0K, |Reader Firmware Yersion: 0,15, Family: 90, Date : 9,10,2009
Meszage Window

13:17:25 Mask=0000 -]
12:17:25 KEY=00000000000000000000000000000000

1317:25 Input stream=430 3CAETI24E9E DBES1 33454 0C02ED 21

1317:25 F=42160675599F495EG0DB 201 BECFBAACS

1217:25 F xor MASK=AZ1B0675393F495E 60D B 20N BECFBAACS

1317:25 G=6B 335F4FC461056637156531 258 481F3

1317:25
1317:25 EMBEES : Single AES Authentication

1317:25 Sent: 02 24 A5 3F 4303 CA BT 9246 9E DE B5 1334 BA OC 02 ED 21 A2 16 06 75 89 9F 435E 60 OB 20 1B 6C FB A4 C59C 03]

1217:26 Received: <0214 A5 006E 335F 4F C4E1 0B BE 37 1665 21 26 B4 81 F3 A4 03

1317:26 0K

1317:26 Single Authentication passed. j

Figure 20 Single AES Authentication example
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User Memory Protection

Unlock UM button can be used to temporarily disable the protection of words locked in User Pages (lock bits located in the
word 0 of each User Page). Correct SK3 key value is required.

Protection

Protection register contents can be set by means of Protection button. The current tag Protection word is read, and selected
lock bits can be set and written back to the tag.

Please refer to EM6869 datasheet on Configuration register settings. The Configuration register access is controlled by LBO
protection bit which can be reset by means of Unlock LBO LB1 button using the tag Password registers. (The tag Password
contents can be also changed using Write Password button.)
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4.6. Bootloader

Following notes describe a process of uploading a new firmware into the EMDB409 Reader. It is possible to upload the
firmware without performing an establishment of the connection.

Setup

1. Connect the USB cable and power supply adapter to the EMDB409 Reader
2. Select a Tools -> Bootloader

E}._‘T EMDB 409 Reader Application Software M=]1E3
Beader Connection  Tag Selection  Toole Help

Boatl Loader Support

File mame:

Browse |
Upload firmware |

Upload progress:

0%

Statug: 0K, Fieader Version: 0.3, Family: 90, Date : 22.9.2005

Meszage Window

15:36:24 =
15:36:24 Skipping bootloader [if any]

15:36:24 |06 |

15:36:25
15:36:25 Reader Version

15:36:25 Sent: [02 03 FD FE 03

15:36:25 Received: <02 08 FD 0003 36 0B 54 91 03 »
15:36:25 Version: 0.3

15:36:25 Family: 90

15:36:25 Date : 22.9.2005

15:36:25 0K

15:36:25 Reader connected.

Figure 21 Bootloader communication frame

Click on Browse button to enter a complete path of the new firmware hex file. If the firmware hex file is imported to the PC
memory successfully, Upload firmware button is enabled.

Upload firmware

1. Click on Upload firmware button
2. If the EMDB409 Reader connection is not yet established, the EMDB409 application software asks for the COM port —
select the appropriate port the EMDBA409 is connected to

Upload firmware process lasts about 1 minute. If the firmware is uploaded successfully, the connection is established
automatically (see Figure 19 Firmware is uploaded successfully). In the second item of the status bar, current firmware
version, family, and date of creation is displayed.
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t: EMDB 409 Reader Application Software

08:28:27 251

0 28 Firmware has been updated.
08:28:28 252 pages [each 256 bytes long] upload successful
08:28:28
08:28:28 Reader Version

08:28:28 Sent: [02 03 FD FE 03

08:28:23 Received: <02 08 FD 0003 36 0B 52 91 03
08:28:23 Version: 0.3

08:28: 29 Family: 90

08:28:23 Date : 22.9.2005

08:28:23 0K

08:28:23 Reader cornected

Figure 22 Firmware is uploaded successfully
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5. Error handling

There are three kinds of errors:

« Reader Communication errors (e.g.; USB cable has been disconnected accidentaly and the EMDB409 reader
does not answer at all) — check the USB cable and power supply adapter are connected correctly, then the
connection has to reestablished unconditionally (Reader Connection -> Connect menu)

«  Tag Communication errors — insufficient RF energy (e.g.; tag response has CRC error) - try to change the position

of the tag or mutual position among the tags in respect to the reader antenna

«  Tag Communication errors — protocol issue (e.g.; no response from the tag) — try to determine whether the tag is
the type it is considered to be or whether the tag is in some altered mode it is not exepected to respond

6. Other software

Beside the EMDB409 Reader Application Software, which is located on the installation CD and described in this user's
guide, the dedicated application software exists. It is EMDB409 Reader AN Application Software and EMDB409 Reader
RO Application Software. EMDB409 Reader ANM Application Software can be used to emulate Animal mode tags and
EMDB409 Reader RO Application Software can be used to emulate Read Only tags by EM4205 / EM4305 transponders.

Please, check the EM Microelectronic web pages to download the latest release of the software.
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