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1. INTRODUCTION 
 

The EM9301 is a low-voltage, low-power, fully-integrated, single-chip Bluetooth Low Energy (BLE) controller 
featuring a low-power physical layer, a link layer with an embedded security engine, a Host/Controller Interface 
(HCI). 
The link layer is controlled by a BLE internal firmware stored in ROM memory. Some parts of this firmware (up to 6KB) 

can be changed to modify the system behavior. 

 
This document describes the format of the firmware patch hex file, the HCI commands used for loading and 
checking the firmware patch, and the CRC algorithm used to ensure the patch data have been successfully loaded. 
 
 

2. FIRMWARE PATCH AND HEX FILE FORMAT 
 

The firmware patch for the EM9301 is provided in the hex file with the following format: 
33FFFB 
377970 
3F3F1C 
3EE595 
… 
 
Each line as indicated above consists of 3 parts.  
The black part contains 8 bits (two highest bits are always zero) and it is marked as MSB. MSB is the most 
significant byte in the given line (bits 23..16).  
The blue part contains 8 bits and it is marked as B1. B1 is the second least significant byte in the given line (bits 
15..8).  
The red part contains 8 bits and it is marked as B0. B0 is the least significant byte in the given line (bits 7..0). 
 
 

3. PROGRAMMING COMMANDS 
 

For loading firmware patch three dedicated HCI commands are available in EM9301. 
As defined in [BT spec 4.0], the OGF reserved for vendor specific commands is 0x3F. 
 
3.1 HCI_EM_WRITE_PROGRAM 

 
The OCF of this command is 0x80. 
This command is available only in ISP (In System Programming) mode. 
 
Command parameters: 
 

Parameter Size Description 

Row 1 Target row 

Sector 1 Target sector 

Cache_Bxx 32 Cache content – byte B00 - B31 

Cache_MSBxx 16 Cache content – byte MSB00 - MSB16 

 
Return parameters: 
 

Parameter Size Description 

Status 1 Standard BT error codes 

 
Returned events: Command Complete 
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3.2 HCI_EM_CALC_CRC_CODE  

 
The OCF of this command is 0x81. 
This command is available only in ISP (In System Programming) mode. 
 
Command parameters: 

Parameter Size Description 

Start_address 2 Start address 

Stop_address 2 Stop address 

 
 
Return parameters: 

Parameter Size Description 

Status 1 Standard BT error codes 

CRC 2 Calculated CRC 

 
 
Returned events: Command Complete 
 
 
 

3.3 HCI_EM_WRITE_DATA 

 
The OCF of this command is 0x00. 
 
Command parameters: 

Parameter Size Description 

Address 2 Internal register address 

Data 1-32 Data to be written 

 
Return parameters: 

Parameter Size Description 

Status 1 Standard BT error codes 

 
Returned events: 
Command Complete 
 



 

 

 

 

 

 

APPLICATION NOTE │EM9301 
Subject to change without notice 
609019, Version 2.0, 17-August-2015 
Copyright @ 2015,  
www.emmicroelectronic.com 

 

 

   

 4  
 

4. FIRMWARE PATCH LOADING PROCEDURE 
 
The procedure for loading the firmware patch consists in 4 parts: 
1) Enter ISP mode. 
2) Load firmware patch. 
3) Calculate CRC over loaded patch. 
4) Leave ISP mode. 
 
The parameters of the HCI command allowing to enter the ISP mode are different between EM9301V02 and EM9301V01/22. 
It is therefore important to ensure which version of EM9301 is being used. 
 

4.1 EM9301 VERSION 

The EM9301 is available in three hardware versions:  
v01: DCDC version which allows operation on a single 1.5V battery cell  
v02: noDCDC version which allows operation on a single 3V battery cell  
v22: noDCDC version which allows operation on a single 3V battery or other supplies down to 1.9V 
 
For the differences between those versions, please refer to the EM9301 datasheet, or contact EM Microlectronic. 
 
Those versions are differentiated by the package marking (first 2 digits of the 2nd line of the package marking, please refer to the 
EM9301 datasheet). They can be also identified using the HCI command HCI_READ_LOCAL_VERSION_INFORMATION: 
 

Chip version HCI_Revision value * LMP_Subversion value * 

02 MSB: 0x06; LSB: 0x19 MSB: 0x06; LSB: 0x19 

22 MSB: 0x0b; LSB: 0x92 MSB: 0x25; LSB: 0x00 

 
 

4.2 ENTERING ISP MODE 

The ISP mode is entered by performing following sequence: 
1) Send HCI command HCI_EM_Write_Data with parameters: 

-address=0x1FFE 
-data=0x0000 for EM9301v02. 
-data=0xAA55 for EM9301v22. 

2) Wait for Command Complete event (expected return code is 0x00). 
3) Reset chip by sending HCI_Reset command or asserting RST pad to '1' for a while. 
4) Wait for HCI_Hardware_Error event (expected error code is 0x80). 
 
 

4.3 FIRMWARE PATCH LOADING 

 
16 lines in hex file form one row. One row is the smallest memory element which can be programmed. 64 rows form one sector. 
The numbering of rows and sectors as follows: 
 

Lines in hex file Row number Sector number 

0...15 0 0 

16...31 1 0 

32...47 2 0 

... ... ... 

1008...1023 63 0 

1024...1039 0 1 

1040...1056 1 1 

... ... ... 

2032...2047 63 1 
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The firmware is loaded by using the HCI_EM_Write_Program command. The parameters of this command shall be formed as 
follows: 
 

HCI command parameter Byte/Index Value 

Row 0 row_number (allowed range 0...63) 

Sector 0 sector_number (allowed range 0...1) 

Cache_Bxx 0 B0 from line N, N = 16*row_number + 1024*sector_number 

 1 B1 from line N, N = 16*row_number + 1024*sector_number 

 2 B0 from line N, N = 16*row_number + 1024*sector_number + 1 

 3 B1 from line N, N = 16*row_number + 1024*sector_number + 1 

 ...  

 30 B0 from line N, N = 16*row_number + 1024*sector_number + 15 

 31 B1 from line N, N = 16*row_number + 1024*sector_number + 15 

Cache_MSBxx 0 MSB from line N, N = 16*row_number + 1024*sector_number 

 1 MSB from line N, N = 16*row_number + 1024*sector_number + 1 

 ...  

 15 MSB from line N, N = 16*row_number + 1024*sector_number + 15 
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4.4 CRC CALCULATION 

The CRC polynomial used is CCITT X-25 (0x1021) with initial value of 0xFFFF. 
 

The CRC is calculated in the following way: 
1) CRC value is initialized to value 0xFFFF. 
2) B0 is submitted to CRC calculator. 
3) B1 is submitted to CRC calculator. 
4) MSB is submitted to CRC calculator (even if two most significant bits in MSB are always zero they are also submitted to 

CRC calculator). 
5) Loop 2-4 is repeated for other lines from hex file. 
 

There is no padding of data before submitting to CRC calculation, the CRC is updated just for one byte. Submitting data serially 
means that CRC shift register is shifted 8 times per one byte, and 24 times per one line from hex file. 
 

The CRC calculation using HCI command HCI_EM_Calc_CRC_Code requires two parameters: Start_address and 
Stop_address. These addresses correspond to line number in hex file. 
 
 
 

4.5 LEAVING ISP MODE 

The ISP mode is left by performing following sequence: 
1) Send HCI command HCI_EM_Write_Data with parameters (address=0x1FFE, data=0x55AA). 
2) Wait for Command Complete event (expected return code is 0x00). 
3) Reset chip by sending HCI_Reset command or asserting RST pad to '1' for a while. 
4) Wait for HCI_EM_Power_Mode_Idle event if chi was reset by RST pad or wait for Command Complete event related to 

previously sent HCI_Reset command. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
EM Microelectronic-Marin SA (“EM”) makes no warranties for the use of EM products, other than those expressly contained in EM's applicable 
General Terms of Sale, located at http://www.emmicroelectronic.com. EM assumes no responsibility for any errors which may have crept into 
this document, reserves the right to change devices or specifications detailed herein at any time without notice, and does not make any 
commitment to update the information contained herein.  
 

No licenses to patents or other intellectual property rights of EM are granted in connection with the sale of EM products, neither expressly nor 
implicitly.  
 

In respect of the intended use of EM products by customer, customer is solely responsible for observing existing patents and other intellectual 
property rights of third parties and for obtaining, as the case may be, the necessary licenses. 
 

Important note: The use of EM products as components in medical devices and/or medical applications, including but not limited to, 
safety and life supporting systems, where malfunction of such EM products might result in damage to and/or injury or death of 
persons is expressly prohibited, as EM products are neither destined nor qualified for use as components in such medical devices 
and/or medical applications. The prohibited use of EM products in such medical devices and/or medical applications is exclusively at 
the risk of the customer 
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^9����EM9301patch_0A.hex�C:\Users\cln\Desktop\EM9301patch_0A.hex�����3���C:\Users\cln\AppData\Local\Temp\EM9301patch_0A.hex��8��33FFEF
33F7FE
33FF3B
33F7FC
33F8D9
33F8D8
33F8C8
33F8C7
33F85A
33F859
33F858
33F857
33F856
33F855
33F854
33F853
0EA7F3
0EA6FF
33FFE9
0BDFFF
0EAA1F
33FFEC
0374FF
0375FF
0378FF
0379FF
16AFFE
0EAFFF
02FF00
0EAFFF
02FF01
04ABF3
0E2BBF
0E1BFF
32FFE0
3AF329
0CAFC4
04ABF7
0EBBEF
01BBF7
0E2A03
04AB97
0E2BBF
0E1BFF
32FFCB
0BDFFF
00EFFC
0E2A03
04AB97
0E2BBF
0E1BFF
36FFD2
04ABF7
0E2B10
01BBF7
04AB98
0E1BFB
36FFB0
04AB98
36FFC0
007F99
04AB98
32FFC3
0EAFFE
02FF01
0EABFF
0EACFF
3AF01F
00FF97
0EABFE
0EACFF
3AF01F
00FE97
0E14FF
32FFB0
0EABFD
0EACFF
3AF01F
00FD97
0E14FF
36FFA0
0EA5FD
1EAF01
0E1FFE
36FFA8
3AF02E
0CAFC5
0EABFE
0CAF5C
0EADEF
3AEFD4
0CAFC0
0CAFB1
02C403
01B597
0EA5FC
1EAF01
0E1FFE
36FF9A
3AF02E
0CAFC5
04ABF4
0E2BFB
0E1BFF
36FF82
00FBF4
0E14FF
36FF91
0EAFFC
02FF00
0EABFB
0CAF5C
0EADF1
3AEFD4
0CAFC0
0CAFB1
0EAFFC
02CF04
0EAFF3
02CF05
1EAF00
02CF06
0EAFFD
02CF03
33FF62
04ABF4
0E2BF7
0E1BFF
32FF7A
04ABF4
0E2BFE
0E1BFF
36FF6B
04ABF4
0E2BF7
0EA4FB
0E1BFF
32FF74
0EA4FA
00F6F4
0EABFE
0CAF5C
0EADEF
3AEFD4
0CAFC0
0CAFB1
02C403
33FF62
00EFF4
0EABFE
0CAF5C
0EAD00
3AEFD4
0CAFC0
0CAFB1
0EAFFE
02CF03
01B597
0BDFFF
0E2A01
0E2A02
04ABFB
0E2BDF
0E1BFF
36FF57
00DFFB
0E2A02
3AF470
04ABFC
0E2BFB
0E1BFF
36FF50
00FBFC
0E2A01
3AFED1
04ABFC
0E2BF7
0E1BFF
36FF49
00F7FC
0E2A01
3AF367
04ABFC
0E2BEF
0E1BFF
36FF61
00EFFC
0E2A01
3AF368
33FF61
16AF02
16A901
16A801
16A501
16A401
23FFFF
037FFF
0B7FFF
037FFF
0378FF
0379FF
0370FF
0371FF
0372FF
0373FF
0374FF
0375FF
037EFF
037DFF
037CFF
037BFF
0E2A80
0E2A40
0EBADF
04ABFD
0E2BFE
0E1BFF
36FF23
00FEFD
3AF570
04ABFD
0E2BFD
0E1BFF
36FF1D
00FDFD
3AF556
04ABFD
0E2BEF
0E1BFF
36FF17
00EBFD
3AF503
04ABFD
0E2BFB
0E1BFF
36FEFB
04AB74
0E1BFE
32FEFD
04ABAF
0E2BBF
0E1BFF
32FEFD
0EA1F9
0EA087
18AF00
0E1FFE
32FEFD
3AF02E
0CAFC4
0EABFE
0EADEF
3AEFD4
0CAFC0
0CAFB1
0EAFFC
02CF03
01B497
00FBFD
3AF53C
04ABFD
0E2BF7
0E1BFF
36FEF5
00F7FD
3AF522
04ABFD
0E2BDF
0E1BFF
36FEEF
00DFFD
3AF49A
04ABFD
0E2BBF
0E1BFF
36FEE9
00BFFD
3AF487
04ABFD
0E2B7F
0E1BFF
36FEE3
007FFD
3AF486
0E2A10
0EBABF
0EBA7F
16AB01
16AC01
16AD01
16AE01
16A501
16A401
16A301
16A201
16A101
16A001
16A901
16A801
17AF01
16AF01
3F1FFF
0378FF
0379FF
04AB9D
0CAFBC
0EABFF
04AD9C
0CAFDE
0EADFF
0C4ECC
0C5DBB
0E2CFC
0EABFF
0EFB7F
32FDD5
0CBCBF
36FDD5
04AB9C
0E2BFE
0CAFBE
0EADFF
0EEEBF
037FFF
0EEDBF
0CBFED
16AE01
0CAFE0
0EC07F
0CAFD1
0ED1F3
01B177
01B076
18AC01
18AB02
0E1BFB
32FEA6
0E1CF9
32FEAA
3AE43E
33FDE3
0E1CE2
32FDE4
3AE411
33FDE3
0E1BF3
32FE9C
0E1CFE
32FEA0
3AECC5
33FDE3
0E1CD2
32FDE4
3AE3C3
33FDE3
0E1BEF
32FE8A
0E1CFE
32FE96
3AECA9
33FDE3
0E1CFD
32FE92
3AECFB
33FDE3
0E1CFC
32FE8E
3AED16
33FDE3
0E1CF6
32FDE4
3AECE0
33FDE3
0E1BEB
32FE84
0E1CFA
32FDE4
3AE385
33FDE3
0E1BDF
32FE0A
0E1CFE
32FE7E
3AEC7D
33FDE3
0E1CFD
32FE7A
3AEC61
33FDE3
0E1CFC
32FE76
3AEC49
33FDE3
0E1CFA
32FE72
3AEC2E
33FDE3
0E1CF9
32FE6E
3AEAD3
33FDE3
0E1CF8
32FE6A
3AEA16
33FDE3
0E1CF7
32FE66
3AE9FC
33FDE3
0E1CF6
32FE62
3AE9C0
33FDE3
0E1CF5
32FE5E
3AFD09
33FDE3
0E1CF4
32FE5A
3AE913
33FDE3
0E1CF3
32FE56
3AFC97
33FDE3
0E1CF2
32FE52
3AFC0F
33FDE3
0E1CF1
32FE4E
3AFA0D
33FDE3
0E1CF0
32FE4A
3AEC12
33FDE3
0E1CEF
32FE46
3AFDD2
33FDE3
0E1CEE
32FE42
3AEBD2
33FDE3
0E1CED
32FE3E
3AFD9E
33FDE3
0E1CEC
32FE3A
3AF996
33FDE3
0E1CEB
32FE36
3AE4FA
33FDE3
0E1CEA
32FE32
3AE4A0
33FDE3
0E1CE9
32FE2E
3AE46C
33FDE3
0E1CE8
32FE2A
3AE353
33FDE3
0E1CE7
32FE26
3AE319
33FDE3
0E1CE6
32FE22
3AE2FA
33FDE3
0E1CE5
32FE1E
3AE298
33FDE3
0E1CE4
32FE1A
3AE21E
33FDE3
0E1CE3
32FE16
3AEAEE
33FDE3
0E1CE2
32FE12
3AE1DD
33FDE3
0E1CE1
32FE0E
3AE19F
33FDE3
0E1CE0
32FDE4
3AE153
33FDE3
0E1B03
32FDE4
0E1CFF
32FE04
3AEF73
33FDE3
0E1CFE
32FE00
3AEF3B
33FDE3
0E1CFD
32FDFC
3AEF17
33FDE3
0E1CFC
32FDF8
3AEEFB
33FDE3
0E1CFB
32FDF4
3AEE4B
33FDE3
0E1CFA
32FDF0
3AEDF5
33FDE3
0E1CF9
32FDEC
3AEDD5
33FDE3
0E1CF8
32FDE8
3AED9F
33FDE3
0E1CF7
32FDE4
3AED50
33FDE3
3AED31
04AB9D
0CAFBC
0EABFF
04AD9C
0CAFDE
0EADFF
0C4ECC
0C5DBB
0E2CFC
0EABFF
0EFB7F
32FDD5
0CBCBF
32FEC1
16A901
16A801
23FFFF
0375FF
0378FF
0379FF
3AF02E
0CAFC5
0EABFB
0EAEEF
0EADDF
3AF00A
0CAFC2
0CAFB3
04AF6F
0E1FFE
32FDC2
04AF67
32FDB1
04AF63
0E1FFE
32FDBA
04AF62
0E1F0F
36FDBA
04AF60
32FDB1
04AF63
0E1FFE
32FDAE
04AF62
0E1F0F
32FDAE
04AF52
0E1FFE
32FDAE
0EAFF3
02DF06
33FDA3
00FF73
0EA1FB
0EA05E
0EABFF
0EAFFF
034F01
0D1FBB
0E1BE4
34FDAA
0EAFFF
02DF06
01B597
16A901
16A801
16A501
23FFFF
0374FF
0375FF
0378FF
0379FF
16AFF4
04A476
04A577
1CAF04
02FF08
3AF02E
02FC09
0EABFB
0EAEED
0EADDF
3AF00A
02FB0A
02FC0B
04AF6F
0E1FFE
32FD88
04AF67
32FD77
04AF63
0E1FFE
32FD80
04AF62
0E1F0F
36FD80
04AF60
32FD77
04AF63
0E1FFE
32FD72
04AF62
0E1F0F
32FD72
04AF52
0E1FFE
32FD72
1EA00B
1EA10A
0EAFF3
02CF06
33FD11
1EAF08
0E1FFE
34FD67
1EA00B
1EA10A
0EAFCF
02CF06
33FD11
0EA8FE
0CAFC9
33FD40
1EAF08
02FF07
0CAF4E
0ECEFA
0D5F5D
0EAFF9
02FF00
0D1F6C
0D5F7B
3AF112
0EA8FF
0EA9FF
0EADFB
0EAE5E
0D1F6C
0D5F7B
01BCB6
01BBB7
00F8B3
0EACFF
04AF73
0E1FFF
34FD40
01BEB4
01BDB5
00FDB8
0ECEF8
0D5FDD
04ABB8
0E2BFD
0E1BFF
32FD4B
04ABB8
0E2BFB
0E1BFF
32FD6A
0D1FCC
041C73
35FD50
0E18FE
32FD15
0CAF9E
0EADFF
04AC73
0EABFF
0DBFCC
0DFFBB
0C1DBF
32FD34
0C1ECF
36FD27
0CAF9B
0EEBF8
0CAFFC
0ECC5E
0EDBFB
0EADF8
04ED73
0CAFFE
0ECE65
0EDDFB
0EAFF8
02FF00
3AF112
0EA1F8
04E173
0CAFF0
0EC065
0ED1FB
0EABFF
0EAFFF
034F01
0D1FBB
0E1BF9
34FD21
05BF73
01BF73
1EA00B
1EA10A
0EAFFF
02CF06
33FD11
1EA00B
1EA10A
0EAFED
02CF06
1EAF09
01BF97
16AF0C
16A901
16A801
16A501
16A401
23FFFF
0374FF
0375FF
0378FF
0379FF
16AFFE
04A076
04A177
18A504
3AF02E
0CAFC4
0EABFB
0EAEF5
0EADDF
3AF00A
02FB00
02FC01
0E15FE
34FCF2
0CAFC0
0CAFB1
0EAFCF
02CF06
33FC9E
0E15FF
32FCEE
04AF6F
36FCDC
0E15FE
32FCE9
04AF6F
0E1FFE
36FCDC
04AF63
0E1FFE
36FCDC
04AF54
32FCDC
04AF04
32FCDC
04AF6F
32FCD7
04ABF3
0E2BBF
0E1BFF
36FCD7
1EA001
1EA100
0EAFF3
02CF06
33FC9E
0EA1FB
0EA015
18AF00
02CF04
18AF01
02CF05
0E15FE
32FCB9
00FE72
04AC98
04AB72
0C1CBF
35FCCE
00FE6F
0EA1FB
0EA01E
0EAFFE
02CF01
0EAFFF
02CF04
0059D5
00F1D6
00FFD7
00FAD9
0EA1FB
0EA015
0EAFFF
02CF4D
02CF4E
33FCA2
00FF72
00FF6F
00FFD9
00FFC0
0017D5
00FCD6
00FFD7
00FAD9
04A571
00FF71
04AB75
0E1BFE
32FCAA
0BDFFF
33FCAF
0EABFE
3AC616
04AB05
36FCA4
0BDFFF
33FCA8
00FFD9
01B571
1EA001
1EA100
0EAFFF
02CF06
01B497
16AF02
16A901
16A801
16A501
16A401
23FFFF
0374FF
0375FF
0378FF
0379FF
16AFFD
04A076
04A177
18A504
18A405
3AF02E
02FC00
0EABFB
0EAEF3
0EADDF
3AF00A
02FB01
02FC02
0E15FE
30FC82
0E14FE
34FC7D
1EA002
1EA101
0EAFCF
02CF06
33FC17
0E15FF
32FC79
04AF63
36FC67
0E15FE
32FC74
04AF63
0E1FFE
36FC67
04AF6F
0E1FFE
36FC67
04AF54
32FC67
04AF04
32FC67
04AF63
32FC62
04ABF3
0E2BBF
0E1BFF
36FC62
1EA002
1EA101
0EAFF3
02CF06
33FC17
0E15FE
32FC2E
0EA3FA
0EA2C6
1AAF00
01BF62
00FE63
01B45F
0EA1FB
0EA01E
0EAFFE
02CF01
0EAFFF
02CF04
1AAC02
1AAB01
0EAE8E
0EADFD
3AC4F5
01BED5
01BDD6
01BCD7
1AAC04
1AAB03
0EAE8E
0EADFD
3AC4F5
1AA004
1AA103
1A1101
32FC3D
1A1002
32FC3D
0ECE63
0DFFDD
0DFFCC
0DFFBB
01BECF
01BDD0
01BCD1
00F2D9
00D85E
00FF5B
00FE5A
00FF5D
00FF5C
00FF59
00FF57
00FF56
0EABFF
3ADD76
33FC1B
00FF63
00FFD9
00FFC0
0017D5
00FCD6
00FFD7
00FAD9
04A571
00FF71
0EABFE
3ADD76
0EABFE
3AC616
04AB05
36FC1D
0BDFFF
33FC21
00FFD9
01B571
1EA002
1EA101
0EAFFF
02CF06
1EAF00
01BF97
16AF03
16A901
16A801
16A501
16A401
23FFFF
0374FF
0375FF
0378FF
0379FF
16AFE1
0EAFFF
02FF17
02FF18
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