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1. Introduction
The EMDB410 RFID Reader requires the minimum hardware and software resources;
Microsoft Windows XP, 10MB HDD space, 800x600 pixels video resolution.

1.1. Setup
At first, unpack the EMDB410 RFID Reader base station, installation CD, USB cable, and transponder samples from the
EMDB410 RFID Reader box.

Following steps describe the first-time initialization of the EMDB410 Reader Application;

1.  Log-in as administrator

2. Launch the Setup.exe executable located in the CD root directory, the EMDB410 RFID Reader SETUP window
appears

3.  Click on “Click here to start installation” label

4.  Follow the application software installation wizard to install the application software. Beside this installation, the FTDI
USB virtual COM port drivers are installed automatically

5.  Connect the EMDB410 Reader to the USB port using USB cable

6. EMDB410 RFID Reader SETUP application detects the reader is connected automatically (label “Reader is
connected” with appropriate COM port is displayed in the left-bottom corner)

7. Quit the EMDB410 RFID Reader SETUP window

8. Inthe Start->All programs menu, locate the EMDB410 Reader application software and launch it

9.  Within EMDB410 Reader application software, select a menu Reader Connection -> Connect. The application finds
every available virtual COM ports that are provided by FTDI USB drivers.

10. Choose the appropriate COM port in the Com Port List Box and click on Connect button to establish the connection.

11. The OK field inside the status bar and status window signalize a successful initialization while the reader connection
modal window is closed automatically. Otherwise, status bar signalizes an error.

Possible problems caused by EMDB410 Application Software and their suggested solutions:

1. For the first time, the operating system asks for the virtual COM port drivers to be installed

2. No COM port is found — the operating system is not properly configured or the insufficient privileges are applied. Please
inspect the hardware device list of your PC to check there is a USB<->COM converter device present while the
EMDB410 Reader is connected via USB cable (and therefore powered on) and the drivers have been installed
correctly.

3. To determine the virtual COM port (system way) - please inspect the hardware device list of your PC to check there is a
USB<->COM converter device present while the EMDB410 Reader is connected via USB cable and the drivers have
been installed correctly. On some systems, the virtual COM port number may collide with other virtual devices; in such
case, please fix the COM port manually to another not-yet used port number.

4. To determine the virtual COM port (easy way) — run the EMDB410 Reader Application Software and select menu
Reader Connection -> Connect. Remember the COM ports listed in the COM Port List Box. Then, connect the
EMDB410 Reader via USB cable. After several seconds, the operating system creates a new virtual COM port, thus,
click on Refresh button and check what a new port appears in the COM Port List Box.

5. The reader doesn’t respond on startup — please determine the virtual COM port number and presence as described
above.

1.2. User's guide

The user's guide chapter describes the functionality of EMDB410 Reader application software and shows how to
communicate with the RFID transponders. The same information can be found in the EMDB410 Reader Application help
available through pressing the key F1.

2. Starting EMDB410 Application Software
Following steps describe the standard initialization of the EMDB410 Reader Application Software when using USB cable
assuming the drivers are already installed:

1. Connect the EMDB410 Reader to the USB port using USB cable

2. Run EMDB410 Reader Application Software

3. Select a menu Reader Connection -> Connect — the application finds every available COM port by trying to open it.
Every available COM port is inserted into the Com Port List Box.

4. Choose the appropriate COM port in the Com Port List Box and click on Connect button to establish the connection

5. The OKfield inside the status bar and status window signalizes a successful initialization while the reader connection
modal window is closed automatically. Otherwise, status bar signalizes an error.
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3. Graphics User Interface

The EMDB410 Application Software graphics user interface is split into two panels separated by a status bar. The upper
panel displays a transponder specific frame (controls, commands, editable fields, etc). No transponder specific frame is
displayed after the connection is established. The bottom panel contains a Message Window.

E?_;-EEM4294 Reader Application Software Release 0.10 - |D|ﬂ

Reader Connection  Tag Selection  Continuous Inventory  Taools  Help

Status: Not connected

Meszage Window
12:50:43 Start =]

12:50:43 Please, establizh the connection in Reader Connection menu.

&
Figure 1 Graphics User Interface
Status Bar
For all the commands, the first field of status bar displays a Status (result) of the recent command execution;
e O.K.
e ERROR

Message Window

Message Window displays the commands and their responses actually processed by the application software. Although the
message window can be hidden, it displays information about the results of the commands.
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4. Operation Selector

Until the communication with the EMDB410 Reader is established, following menus are available;
e Reader Connection menu
o Connect - to establish the connection
o Exit - to exit the application software
e Tools menu
o Message Window - to clear or show/hide the message window
o Bootloader - to upload a new firmware to the EMDB410 Reader
e Help menu

As soon as the communication with the EMDB410 Reader is established, the current firmware family number is obtained.
The firmware family number defines what communication menus are to be enabled for further usage.

Current firmware family numbers are two;
e Family 161 - the firmware (main_V15693.hex) implements ISO15693 EM tags and EM4006 tag command set only
e Family 162 - the firmware (main_V14443.hex) implements ISO14443 Type A and Type B tag command set only

To swap the firmware family in the EMDB410 reader, the opposite firmware family needs to be uploaded by the bootloader
feature.

The communication menus comprise;
e Tag Selection menu (enabled for firmware family 161 only)
o EM4233 2k - to communicate with EM4233 ISO15693 Transponder in 2k version
o EM4233 SLIC - to communicate with EM4233 1ISO15693 Transponder in SLIC version
e Tag Selection menu (enabled for firmware family 162 only)
o 1S014443 Type A - to get ISO14443 Type A Transponder UID
o 1S014443 Type B - to get ISO 14443 Type B Transponder UID
e  Continuous Inventory menu (enabled for firmware family 161 only)
o IS0 15693 Inventory - to inventory the ISO15693 tags present in the RF field
e Tools menu
o EM4294 Advanced Configuration - to change current EM4294 configuration
o SIM Crypto Key Management - to update the user key for EM4035 secure communication (enabled for
firmware family 161 only)
o Reader Version - to re-read firmware version
o  Switch Off the RF Field - to switch the RF field off

When communicating with ISO15693 transponders, it is recommended to start in ISO 15693 Inventory menu.

Copyright © 2009, EM Microelectronic-Marin SA 4 www.emmicroelectronic.com
10/09 — Rev.B



AN433

4.1. EMA4233 Transponder

Following notes describe typical usage of the EMDB410 Application Software graphics user interface for EM4233 ISO
15693 tags.

There are two versions of EM4233 chip; EM4233 2k version, and EM4233 SLIC version. EM4233 SLIC is reduced version
of EM4233 2k version, it is equipped with 1Kb of FLASH memory and does not provide High Security mode and
QuietStorage feature.

The reader is generally not aware which version is actually present in the RF field. Hence, for generic communication either
Tag Selection menu item can be selected. Please, use the Continuous Inventory menu 1TS Continuous Inventory function
to determine what actual version the tag is.

Further information on this page assumes the EM4233 2k version is used.

Setup

1. Select a Tag Selection -> EM4233 2k menu (see following figure)
2. Place a single EM4233 tag on the tag label on EMDB410 Reader

E[.-_‘?EM4294 Reader Application Software Release 0.10 - |D|ﬂ

Reader Connection  Tag Selection  Continuous Inventory Taools  Help

—EM4233 2k
—Communication mode —Other operation:

Single tag mode [unaddressed)

Authentication Statuz: Mot authenticated st o el | les= el |

—Memary Drganizatior Autherticate | Login |
Block [Page]| Contents ' alue ) .
0(Fa 0] :| General | Securty | AFI/DSFID/EAS |

1[Pq 0] User Black FRead block

2[Pg 0] User Block
3P ) Uzer Block

Stay Quigt | Get Sz Info. |

Quiet Storage |

“wirite block

41Pg 1] User Block

5(Pg1] User Block Lock block
B[Pg1] User Block, .

7[Pql] User Black Security Status

GPg 2 User Block
9[Pa 2 Uzer Block
10[Pg 2] User Block

Pratection Status

FEEE

11(Pa2] |User Block pcecthoos
12[Pg 3] User Block LI
Status: Ok, Reader Firmware Version: 0.6, Family: 161, Date : 29,9,2009
Meszage Window
12:52:4% Family: 151 -]
12:52:48 Date: 29.9.2009
12:52:48 0K

12:52:48 Reader connected

12:52:48 Firmware family 167 iz dedicated to 15015693 tags. 15014443 Type A and B tag commands are not available in thiz firmware,
12:52:48 NOTE: To enable 15074443 Type & and B tag command set instead, pleaze upload the firmware family 162 into the reader.
12:52:51
12:52:51 RF Change

12:52:51 Sent: [02 02 F2 0833 CB 80 02 83 03]
12:52:51 Received: <0204 F2 00 FE 03 »
12:52:51 0K

| -

Figure 2 EM4233 communication frame
EMDB410 application software does not perform any antenna self-tuning. To communicate with small size tags (i.e. non ISO
card size transponders) use the ISO 15693 Inventory menu first.
Read block

1. Click into the Memory Organization table to select a block to be read.
2. Click on Read block button

Up to 6 blocks can be read at once when selected as continuous block in the Memory Organization table.

Write block

1. Click into the Memory Organization table to select a block to be written to

2. Click on Write block button

3. Enter the new block value

4. Click on OK button
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Security status

1. Click into the Memory Organization table to select a block which Security status is to be read.
2. Click on Security status

E[.-_‘?EM4294 Reader Application Software Release 0.9 - |D|ﬂ

Reader Connection  Tag Selection  Continuous Inventory Taools  Help

—EM4233 Standard

—Communication mode —Other operation:
Single tag mode [unaddressed) | |
Authentication Statuz: Mot authenticated st o el les= el
—Memary Drganizatior Autherticate | Login |

Block [Page | Contents |Value | ;I

21 [Pg 5] User Block
22[Pg 5] Uzer Block

General | Securty | AFI/DSFID/EAS |

Fead block

23 [Pg 5] User Block ite book Stay Quigt | Get Sys.Info. |
24[PqB| _|User Block o ock_| oo
25(PaBl_|User Biock ook bock B2 ST |
26{Pq 6] |UserBlack ook B |
27[Pa Bl _|User Block [ Somui &
25(Pa7] |UserBlock Souiy Status |
29[Pqg 7] User Block .
0P 7) User Black Fratection Statusl
T (P 7 I
32[Pq8 | 4|P'°‘e°‘ fas
J3[Pg g User Block LI
Status: Ok, |Reader Firmware Version: 0.6, Family: 161, Date : 29,9,2009
Meszage Window
14:37:40 RF Change -]

14:37:40 Sent: |02 03 F2 08 33 CB 80 02 83 03
14:37:40 Received: <0204 F2 00 FE 03 »
14:37:40 0K

14:38:04
14:38:04 Get Security Status

14:35:04 Sent: |02 04 83 2802 2C1F 01 EO B4 1E 03]
14:38:05 Received: <020388 00000001 45D71203 >
14:38:05 Block no.31 security status = 0x00

14:38:05 Block no. 32 security status = 0x01

14:38:05 0K

Figure 3 EM4233 Security status of 2 blocks

Security status is defined for each block specifying whether the block is locked against the writing forever. Security status of
up to 16 blocks can be read at once.

Lock block

1. Click into the Memory Organization table to select a block to be locked against writing forever
2. Click on Lock block button

Protection and Security mode, Authentication/Login

Beside standard Lock block mechanism, EM4233 also provides a read/write protection of blocks. While the lock mechanism
applies always according to ISO 15693 standard, protection applies only when the tag is not authenticated to/logged in
(further noted as normal mode).

In other words, blocks protected against reading are returned as 0 values when read in normal mode, blocks protected
against writing cannot be written in normal mode.

EM4233 is always configured to provide one of two security modes; High Security mode (mutual authentication process
using reader’s SIM crypto is required) and Low Security mode (Login command with a password is required). After the
successful authentication (tag is configured in High Security mode) or login (tag is configured in Low Security mode), as
appropriate, the protected blocks are accessible (this state is further noted as secure mode).

Protection status is defined for each page (4 blocks).

Note that SIM Crypto key no.2 is used as the EM4233 key for Authentication in High Security mode. Use Tools SIM Crypto
Key Management menu item to upload the corresponding Key value into the SIM Crypto key no.2. See also SIM Crypto Key
Management help page.

Note that asserted standard Lock block status overrides the Protection status against writing, such blocks cannot be written
even when in secure mode.

Note that EM4233 SLIC version tag provides Low Security mode only.

Protection Status

1. Click into the Memory Organization table to select a block which Protection status is to be read.
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2. Click on Security status

EEEM-{Z‘EM Reader Application Software Release 0.10 - |D|ﬂ

Reader Connection  Tag Selection  Continuous Inventory Taools  Help
—EM4233 2k
—Communication mode —Other operation:

Single tag mode [unaddressed)

Authentication Statuz: Mot authenticated st o el | les= el |

rMemary Organization Authenticate | Lagin |

Block [Page IEontents |ialue |;|
21[Pg 5] Uszer Block

22(Pa5l|User Block fizadibloct | St | Gesueie, |
230Pa5l__|UserBlock it lack ey et &t Sysnfo.
24[PaBl |User Block fte bloc | oo

250Pa 6l |UserBlock ook bock D! Slrere |

25[Pg 6] |User Block ock bloe |
27[PaBl | User Block [ Somui &
28(Pa7] |UserBlock SR RIS |
29(Pg 7] User Block .

0P 7) User Black Fratection Statusl

General | Securty | AFI/DSFID/EAS |

T (P 7 I
lPas BN [
J3[Pg g User Block LI
Status: Ok, |Reader Firmware Version: 0.6, Family: 161, Date : 29,9,2009
Meszage Window
12:52:51 RF Change -]

12:52:51 Sent: |02 03 F2 08 33 CB 80 02 83 03
12:52:51 Received: <0204 F2 00 FE 03 »
125251 0K

12:54:57
12:54:57 Get Pratection Status

12:54:57 Sent: |02 0B 88 28 02 BE 16 1F 01 27 09 37 03

12:54:57 Received: <020388 00000001 45D71203 >

12:54:57 Block no.31 pratection status = Ox00. Block iz readable and writable..
12:54:57 Block no. 32 protection status = 0x01. Block iz locked by Lock bit.
12:54:57 0K

Figure 4 EM4233 Protection status over 2 blocks (in 2 adjacent pages)

Protect Page

1. If not authenticated/logged, click on either Authenticate (tag is in High Security mode) or Login (tag is in Low Security
mode) button in Other operations group.

2. Click into the Memory Organization table to select a block which Page Protection is to be updated.

3. Select a new page protection in the combo box.

HE Select a normal mode protection for =] |

ok | Cancel |

Figure 5 Page Protection selection

4. Click on OK button
5. Verify the new protection by clicking on Protection Status button

Other operations - Security management

All the Security management functions that can be found in Security tab in Other operations group require the tag is in the
secure mode.

Copyright © 2009, EM Microelectronic-Marin SA 7 www.emmicroelectronic.com
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—Other operations |

HesettoHeadyl Fieset auth. |

Authenticate | Login |

General Seourty | AFI/DSFID/EAS |

Wwirite password | Destroy |

Dizable Privacy | Enable Privacy |

Enable Low Security |

Dizable Low Security |

Figure 6 Other operations Security controls

Other operations - Security management - Key/Password update

Click on Write Password button to enter a new 96b key/password into the tag. The new password successfully written into
the tag applies as soon as the tag is reset. In case of High Security mode, enter the Tools SIM Crypto Key Management
menu to update the key value in the SIM Crypto too.

Note that the Low Security mode password occupies the 32 least significant bits of 96b key/password value.
Note: it is recommended to always save the new value in some notepad.

Other operations - Security management - Destroy
Click on the Destroy button to destroy the tag. This function requires the addressed mode.

Other operations - Security management - Privacy

Click on Enable Privacy button to set the Privacy mode. The Privacy mode updated in the tag applies after the tag is reset.
When the tag’s Privacy mode is enabled the tag responds only to Authentication/Login command (according to the tag’s
Security mode configuration). After successful authentication/login, the tag enters Secured mode and accepts all the
command set.

The tags included in this kit have the Privacy usually disabled. Click on Disable Privacy button to disable the Privacy mode.

Other operations - Security management - Change the Security mode

When the tag is in High Security mode, use Enable Low Security button to switch the tag into Low Security mode.

When the tag is in Low Security mode, use Disable Low Security button to switch the tag into High Security mode.
Whenever the switch command is executed successfully the tag switches the Security mode configuration immediately and
goes into the Normal mode.

Copyright © 2009, EM Microelectronic-Marin SA 8 www.emmicroelectronic.com
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%EM-!ZQ-! Reader Application Software Release 0.10 i ] ]

Reader Connection  Tag Selection  Continuous Inventory Tools  Help

—EM4233 2k
—Communication mode r—Other operation:

Single tag mode [unaddieszed)
Login status: Logged with password = 0x00000000 [Lowe Security]

r~Memory Drganisatior Authenticate | Login |

Block [Page IEontents |Value |;|

21[Pg 5] Uzer Block

22 [Pg 5] User Block Fead block |
23[Pgh]  |User Block i

24 [P ] User Block “wirite block |
25[PgB]  |User Block

2B [Pg B] User Block Lack block |
27[PgBl  |User Block _ Socuri &
28[Pg 7] Uszer Block ecurity Status | e Low e |
29(Pg 7] User Black = " isable Low Security

30[Pg 7] User Black rotection tatusl

HesettoHeadyl Reszet auth. |

General Securlty | AFI/DSFID/EAS |

‘wiite password | Destroy |

Dizable Privacy | Enable Privacy |

Enable Low Security |

31(Pa7 I
G B ==
33[Po 8 Uzer Block LI
Status: O, |Reader Firmware Yersion: 0.6, Family: 161, Date : 29,9.2009
Message Window
12:57:01 -]

12:57.01 Enable Low Security

12:67:01 Sent: |02 0B 32120000 02 BC 16 0D 95 BC 03]
1257.01 Received: <0207 920000 78 FO10 03 »
125701 0K

12:57:01 Authentication iz reset.

12:58:08
12:58:08 Login

12:58:08 Sent: [02 0D 88 18 02 E4 16 00 00 00 00 AC A8 67 03 J

12:68:08 Received: <0207 83 0000 73 FOO7 03 »
12:568:09 0K

Figure 7 Low Security enabled

Other functions - AFI/DSFID/EAS

—Other operations |

HesettoHeadyl Fieset auth. |

Authenticate | Login |

Generall Secuity  AF/DSFID/EAS |

witeFl | witeDSFD |
LockFl | LockDSFID |
SetEASLengh | SetEAs |
WiteEASID | ReselEAS |

Read£451D | ProtectEAS |

activeEAS | LockEas |

Figure 8 Other operations AFI/DSFID/EAS controls
Tag AFI, DSFID, EAS, and EAS ID value can be modified and/or locked by means of the corresponding buttons.

Other functions - AFI/DSFID/EAS - EAS

EM4233 tag with enabled EAS feature returns the EAS memory contents of preprogrammed length upon ActiveEAS
command reception. Furthermore, a sub-set of all the tags in the RF field that shall respond to this command can be further
selected by specifying the EAS ID. By default, EAS feature is disabled.

Other functions - AFI/DSFID/EAS - Confiquring EAS length and contents

EAS response can be 32b, 64b, 128b, or 256b long. For selected length, the EAS response contents shall be programmed
into the end of the User memory. It is not the starting address but the ending address that all these EAS contents values
have in common. Use Write Block and Read Block buttons to write the selected EAS response contents into the appropriate
User memory locations;

e EM4233 2k version 32b EAS value is stored at address 51
e EM4233 2k version 64b EAS value is stored at addresses 50 and 51 (see example below)

Copyright © 2009, EM Microelectronic-Marin SA 9 www.emmicroelectronic.com
10/09 — Rev.B



AN433

EM4233 2k version 128b EAS value is stored at addresses
EM4233 2k version 256b EAS value is stored at addresses

48, 49, 50, and 51
44 to 51

EM4233 SLIC version 32b EAS value is stored at address 31

EM4233 SLIC version 64b EAS value is stored at addresses 30 and 31

EM4233 SLIC version 128b EAS value is stored at addresses 28, 29, 30, and 31
EM4233 SLIC version 256b EAS value is stored at addresses 24 to 31

Note: EMDB410 reader firmware currently does not support 256b EAS responses.

M4294 Reader Application Software Release 0.10

Reader Connection  Tag Selection  Continuous Inventory Taools  Help

=10l x|

—EM4233 2k

—Communication mode —Other operation:
Single tag mode [unaddressed)

Login status: Logged with password = 0x00000000 [Low Security] Resst to Ready | Reset auth. |
—Memary Drganizatior Autherticate | Login |
—‘—C‘-]J—E';[CF',‘ Pang]{Lontents [ale [=] General Sesurty | AFI/DSFID/EAS |

q 9] User Block
40{Pa10] | User Black Resdbick_| :
41 (Pa10]_|User Block : Witepassuord | Destoy_ |
“wirite block |
42[Fq 10 JUser Biock Dizable Privacy | Enable Privacy |
43[Pg10] |User Block
44[Pg11) |User Block / EAS L e | .
45[Pq11] |User Block / EAS : Bl e Sy |
4B[Pq11] |User Block /EAS Secubiats | . .
47 [Fa11] |User Block / EAS : Bsea e Seely |
48[Pa12| |User Block / EAS Protecion Staus|
49[Pg12] |User Block / EAS
50(Fq 12 Frotect Page |
51 (P12 Z|
Status: Ok, Reader Firmware Version: 0.6, Family: 161, Date : 29,9,2009

Meszage Window
12:53:19 Wiite Single Block

12:53:19 Sent: |02 OF 301530000 02 21 33 FODE BC 94 BF B3 9E 03]
12:59:19 Received: <02 07 900000 78 FO1F 03 »

125319 0K

12:59:39
12:55:39 Read Multiple Block

12:53:39 Sent: |02 04 83 5502 23 32 01 GCBD 1303

12:59:39 Received: <020F 880000 7856 34 12FODE BC 94 BE OB 34 03>
12:59:40 W ord 50 : Data = 0x12345678

12:59:40 % ord 51 : Data = 0x94BCDEFD

12:53:40 0K

Figure 9 64b EAS value configuration example (EM4233 2k version)

1. Click on Set EAS Length button.
2. Select the EAS Length
3. Click on OK button

HE Select a new EAS length

=101 ]

Walue =

ok |

Cancel |

Figure 10 EAS length configuration selection

Note: Locked EAS configuration cannot be further modified.
Note: Protected EAS configuration can be modified only in Secured

Other functions - AFI/DSFID/EAS - Confiquring EAS ID

mode (i.e. Authentication/Login is required).

EAS ID is the 16b value that can be used to select a subset of the tags in the RF field — those with matching Least

Significant Byte of EAS ID (8b EAS ID mask) or whole EAS ID value

1.  Click on Write EAS ID button.

(16b EAS ID mask).

Copyright © 2009, EM Microelectronic-Marin SA
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EL‘EEnter new EAS ID value:

=10l x|

Walue =

j1122

M3Eyts

13Byre

Cancel |

Figure 11 New EAS ID value selection

2.
3.

Enter the new EAS ID value
Click on OK button

To read or verify the EAS ID value, click on Read EAS ID button.

EM4294 Reader Application Software Release 0.10 1ol x|
Reader Connection  Tag Selection  Continuous Inventory Taools  Help
—EM4233 2k
—Communication mode —Other operation:
Single tag mode [unaddressed)
Login status: Logged with password = 0x00000000 [Low Security] Resst to Ready | Reset auth. |
—Memary Drganizatior Autherticate | Login |
glgoﬁ:l? Page IEontents |ialue |;| General I Secuity AFI/DSFID/EAS |
g 9] User Block Read biock
e |
SHEQIAL {oer Block wite#Fl | witeDSFD |
[Pg10] [User Block .
42 [Pa10]_|User Block wite sk _ | ockin | Lososro |
43(Pa 10 |User Block T oc o°
44{Pq11] |UserBlock / EAS ock Bes |
45[Pa11] | LUlser Black / EAS ooty St SetEaSLendh | SetfAs |
46{Pg11] |User Block / EAS e | .
47[Pa11]_|Ulser Black / EAS Protostion Stat WiteEASID |  Resetfds |
48[Pq12] |UserBlock / EAS folestan 21 “S|
43[Pa12] |User Block / EAS ReadEASID | ProtectErs |
50(Fq 12 Frotect Page |
—— 2| ActiveEAS | LockEas |
Status: Ok, Reader Firmware Version: 0.6, Family: 161, Date : 29,9,2009
Meszage Window
13:01:58 -]
13:01:58 Wiite EAS (D
13:01:58 Sent: 102 0D 90 18 00 0D 02 47 16 2211 24 BE 42 03
13:01:58 Received: <02 07 900000 78 FO1F 03 »
13:01:59 0K
13:02:00
13:02:00 Active EAS
13:02:00 Sent: 102 04 88 28 42 A5 16 00 34 24 4B 03
13:02:00 Received: <020388 00002211 47D7 2203 »
13:02:01 EAS ID = 041122
13:02:01 0K j

Figure 12 EAS ID Read example

Other functions - AFI/DSFID/EAS - Active EAS

The tags with enabled EAS feature can be queried to return their EAS code by means of ActiveEAS command.

1. Click on Active EAS button
2. Select the expected EAS response length and click on OK button. Note that the reader does not know how long the
EAS response is hence the correct value needs to be supplied.
SLESelett the expected EAS response lel =lolx]
Walue =
|32 bit EAS meszage j
Cancel |
Figure 13 Active EAS expected EAS length selection

3. Select the EAS ID Mask to apply and click on OK. No EAS ID Mask means all the tags shall respond, 8b or 16b EAS ID

Mask will select just a sub-set of tags with matching EAS ID Mask value programmed.
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SLESelett the EAS ID mask length ko app — IDIﬂ

Walue =

Ok | Cancel |

Figure 14 Active EAS ID Mask length selection

4. In case that 8b or 16b EAS ID Mask is to be applied, enter the corresponding EAS ID Mask value and click on OK
button. Note that 8b EAD ID Mask is the least significant byte of the EAS ID value.

HE Enter the EAS ID Mask to apply =] |
WValue =
|22
M3Bye L3Eye
ok | Cancel |

Figure 15 Active EAS 8bit ID Mask selection

Finally, received EAS value is displayed.

it EM4294 Reader Application Software Release 0.10 -3 x|

Reader Connection  Tag Selection  Continuous Inventory Tools  Help

—EM4233 2k
—Communication mode r—Other operation:

Single tag mode [unaddieszed)

Login status: Logged with password = 0x00000000 [Lowe Security] It i izl | Ifesel el |

r~Memory Drganisatior Authenticate | Login |

Block [Fage]| Contents |Value |;|

33[Pq 9]  [User Block

40P 10] |User Block Fead block |
A1[Pg10]  |User Block :

42[Pg10] |User Block “wirite block |
43[Pg10] |User Block

44{Pg 1] |User Block / EAS Lock black | ———— |
45[Pq11] |User Black / EAS Sty & nable Law Security
46[Pg11]_|User Block / EAS ecurity tatusl b Lo : |
47[Pa11] |User Black / EAS S ons izable Low Security
48[Pg12] _|User Block / EAS Tatection tatusl

49(Pg12] |[UserBlock / EAS P P
50 (Pq 12 j rotect Page |

51(Pg12

General Securlty | AFI/DSFID/EAS |

‘wiite password | Destroy |

Dizable Privacy | Enable Privacy |

Status: O, Reader Firmware Yersion: 0.6, Family: 161, Date : 29,9,2009
Message Window
12:53:19 Wiite Single Block ;I

12:59:19 Sent: (02 0F 90180000 02 21 33FODE BC 94 BF B3 SE 03]
12:59:19 Received: <02 07 900000 78 FO1F 03 >

12:53:19 0K

125939
12:55:39 Read Multiple Block

12:59:39 Sent: |02 04 88 5802 23 32 01 6CBD 1903

12:59:39 Received: <02 0F 8800007856 34 12FODE BC 94 BE OB 3403 »

12:59:40Word 50 : Data = 0x12345678

12:59:40 % ord 51 : Data = 0x94BCDEFD j

12:63:40 0K

Figure 16 Active EAS 64bit EAS response example

Note: Write Block command treats the block number in Little Endian format. However, EAS values are rather a stream of
byte numbers, thus the EAS response byte ordering is reversed within the block boundary to Write Block command values
entered.

4.2. 1SO 14443 Type A Transponders

This chapter describes the usage of the EMDB410 Reader Application Software graphics user interface for single ISO
14443 Type A tags. This section assumes the 1ISO14443 firmware family 162 is uploaded into the EMDB410 reader by
means of bootloader feature.

Setup
1. Tag Selection menu, select -> 15014443 Type A menu (refer to Figure 17 ISO14443 Type A Communication Frame)
2. Place a single 1ISO14443 Type A tag on the tag label of the EMDB410 Reader

Get Type A UID

Copyright © 2009, EM Microelectronic-Marin SA 12 www.emmicroelectronic.com
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1.  Click on Get UID button to identify the tag in the RF field

EEEM!ZN Reader Application Software Release 0.2 =3l x|

Reader Conneckion  Tag Selection  Confinuous Inventory Tools  Help
15014443 Type
General

T | Contiuous Get UID_ |

Ignore proprietary coding [~
Tag UID detected by Get UID command :

ATOA Non-proprietary coding

|
uD 4638F57F |
|

54K not compliant with ISO/IEC 14443-4

Status: O.K. Reader Version: 0.0, Family: 162, Date : 12.9.2006

Message Window
14:40:06 Direct EM4234 configuration wiite successful ;I
14:41:16

14:41:16 Get UID

14:41:16 Sent: [02 03 6B 68 03]

14:41:17 Received <02 18EB 0004 00 46 32 F57FF4 0000 00000000 00 00 000002 0000 7F 03 »
14:47:17 Bit frame: anticollision

14:41:17 UID size: single

14:41:17 54K [Cascads 1) = 0x08
14:41:17 UID complete: PICC not compliant with 1ISO/AEC 14443-4
14:41:17 UID = Ox4638F57F
14:41:17 Ok

-

Figure 17 1SO14443 Type A Communication Frame

By invoking Get UID function, EMDB410 Reader performs a Type A Select sequence for single tag only. Also, EMDB410
Reader accepts tags with ATQA proprietary coding bits set to zero only. The Type A tags with proprietary coding are not
identified (e.g.; refer to Figure 18 Proprietary coding of Type A Transponder).

i EM4294 Reader Application Software Release 0.2
Reader Connection  Tag Selection  Continuous Inventary  Topols  Help

150714443 Type
[ General command:
Continuous Get LID |
lgnore proprigtary coding [~
Tag UID detected by Get UID command
ATOA T |
Ui - |
SHK . |
Status: O.K. Reader Wersion: 0.1, Family: 162, Date : 28,3.2007
Message Window
08:33:34 Received: <0204 F1 00 F5 03 » d
08:33.34 0K
08:33:34 Direct EM4294 configuration write successful
(08:3337

08:33:37 Get UID

08:33:37 Sent: 102 03 BB £8 03]

(08:33:38 Received: <02 18 6B 00 44 03 00 00 00 0000 00 00 00 0000 0000 00000000 00 00 3403 >
(08:33: 38 Proprietary coding

08:33:38 Bit frame anticollision

08:33:38 UID size: double

08:33:38 0K j

Figure 18 Proprietary coding of Type A Transponder

Some 1SO14443 Type A tags may support standard Selection Flow even if the proprietary coding flags are set. To obtain
the UID of such tag, check the Ignore proprietary coding box and run Get UID command again.
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4.3. 1S0O14443 Type B Transponders
This chapter describes typical usage of the EMDB410 Application Software graphics user interface for single ISO 14443

Type B tag. This section assumes the 1SO14443 firmware family 162 is uploaded into the EMDB410 reader by means of
bootloader feature.

Setup
1. Tag Selection menu, select -> 1ISO14443 Type B menu
2. Place a single 1ISO14443 Type B tag on the tag label on EMDB410 Reader

M4294 Reader Application Software Release 0.2

Reader Connection  Tag Selection  Confinuous Inventory  Tools  Help
15014443 Type B
rGeneral command

REQE |

Tag UID detected by REQE command :
FUPI - = |

Pratocol info : - |

Application data : - |

Skatus: O.K. Reader Version: 0.0, Family: 162, Date : 12.9.2006

Meszage Window
16:24:09 Date: 12.9.2006 ;I
16:24:09 0K

15:24:09 Reader connected

15:24:09 Firmware family 162 iz dedicated to 1501444348 tags. EM400E and 15015693 tag commands are not available in this firmware,
15:24:09 NOTE: To enable EM4008 and 15015693 tag command set instead, please upload the firmware family 167 into the reader.
162412
15:24:12 EM4234 'wiite Configuration

15:24:12 Sent: |02 07 F1 3B 44 B0 02 EB 03

16:24:13 Received: <0204 F1 00 F5 03 »

16:2413 0K

15:24:13 Direct EM4294 configuration write successful. j

Figure 19 1SO14443 Type B Communication Frame

Get Type B UID
Click on REQB button to identify the tag in the RF field (refer to Figure 19 ISO14443 Type B Communication Frame)
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4.4. 1SO15693 Inventory

This chapter describes typical usage of the EMDB410 Application Software graphics user interface to inventory the
ISO15693 tags placed inside the RF field.

Setup
1. Continuous Inventory -> ISO15693 Inventory menu
2. Place one or more 1ISO15693 tags on the tag label on EMDB410 Reader

E?_:EEM"‘ZQ"‘ Reader Application Software Release 0.2 i ] ]

Reader Connection  Tag Selection  Continuous Inventory Tools  Help

- Continuous Inventory

—General
1T5 Irwentary Start

—Single [nventary

Tags detected by Inventory command:  AFl = 0x00 1TS Inventory | RF Reset | StartUp 1TS Inv.l

H—TR—TVPE o ﬂ —&FI Contral
Set &F | AF = 0400 Clear AFI |

Fieset to Ready [general) |

T ag Specific [zelect the tag in the table on the leff———

Freset ta Feady |
. . _I Huiet Storage |
—Recommended EM4294 configuration word———————

Er4294 config. word = default Sitay Huist |

Skatus: O.K. Reader Version: 0.0, Family: 161, Date : 12.9.2006

Message Window
13:45:12 Date: 12.9.2006 ;l
134512 0K

13:45:12 Reader connected

13:45:12 Firmware family 167 iz dedicated to 15015693 tags. 15014443 Type A and B tag commands are not available in this firmware,
134512 NOTE: To enable 15074443 Type & and B tag command set instead, pleaze upload the firmware family 162 into the reader.
134515
13:45:15 EM4234 "wirite Configuration

12:45:16 Sent: |02 07 F1 33 CB 2002 8C 03

13:45:15 Received: <0204 F1 00 F5 03 > J

13:45:15 0K
13:45:15 Direct EM4294 configuration write successful.

Figure 20 1ISO15693 Continuous Inventory Communication Frame

Continuous Inventory

1. Click on 1TS Inventory Start button to identify the tags in the RF field. Found tags are displayed in the table of detected
tags. Inventory process is repeated until stopped by clicking on the same button
2. Optionally, click on Set AFI button to change an AFI value of inventory process

AFI value allows the selection of an appropriate set of ISO15693 tags that have this AFI value set. Click on Clear AFI button
to clear the AFI value to 00h, AFI value set to 00h means all the tags are to be identified by next inventory process. (Refer
to the ISO15693 documentation about various AFI families and sub-families.)

HE Enter new AFI value: 100 x|
Walue =
a0
MIByts L3Eyts
Ok | Cancel |

Figure 21 AFI Modal Window

Note: After Inventory process, the identified tags are switched to the Quiet state. Therefore, the RF field is reset
automatically before each Inventory process so that the tags are identified continuously.
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Single Inventory
1. Stop the Continuous Inventory process if it is running

2. Click on 1TS Inventory button to identify the tags in the RF field, such found tags are displayed in the table of detected

tags

Identified tags are switched to the Quiet state (refer to EM4233, EM4034, or EM4035 datasheet), and any following invoking
of 1TS Inventory will not detect them again (see following figure). To be found by next inventory process, the tags can be

reset by clicking on RF reset button.

E.-_‘?EM-!ZQ-! Reader Application Software Release 0.2
Reader Connection  Tag Selection  Continuous Inventory Tools  Help

=[5

- Continuous Inventory

—General
1T5 Inwventory Start ~Single Inventar
Tags detected by Inventory command:  AFl = 0x00 1TS Inventory | RF Reset | StartUp 1T5 Inv. |

TR-TYPE|UID ﬂ —&F Cantral

Set AF| | AFl = 0x00 Clear AF] |

Fieset to Ready [general) |

Freset ta Feady |
. . _I Huiet Storage |
—Recommended EM4294 configuration word———————

Er4294 config. word = default Sitay Huist |

T ag Specific [zelect the tag in the table on the leff———

Status: ERROR Reader Version: 0.0, Family: 161, Date : 12.9.2006

Message Window

13:46:10 Sent: 102 03 80 26 01 00 F6 04 53 03

0416 E0DS 3088 03 02 04 BOFE 74 03>

13:46:11 OK

13:46:11 Tag UID = 0=E0160CO108117FFD found. [EM4234 cig.word = 0x0280CE 33)
13:46:11 Tag UID = 0=E016040116006204 found. (EM4294 cfg.word = 0x0280CB33)
1346:3
13:46:31 1T5 Inventary with self-tuning
13:46:31 Sent: [02 0280 2601 00 F6 04 53 03
13:46:32 Received: <02 04 80 FE 74 03>
13:46:32 Mo ather tags.

12:46:11 Received: <0214 800033 CEB 80020000 F0 7F 11 08 01 OC16EDGA 11 F5 030214 3000 33 CB 8002000004 620016 M

-

Figure 22 Single Inventory of tags in Quiet state

Small size transponders and recommended EM4294 configuration word

Current EMDB410 Reader firmware performs the ISO15693 Inventory process with antenna self-tuning. Whenever the low
data reception level is detected during the inventory process, the EMDB410 Reader reconfigures the EM4294 AFE with
alternative configuration word expecting the reception level becomes more sufficient. Such feature allows the detection of
small size transponders (i.e. non ISO card size transponders) that need alternative antenna tuning to achieve sufficient data

reception level.

Note: It is recommended to communicate with single small tag at once.

The configuration words obtained from Inventory process are examined resulting in the “Recommended EM4294

configuration word”;

e EM4294 config. word = default — no alternative configuration is necessary. Any communication is possible without

limitations.

e EM4294 config. word = OXYYYYYYYY — single alternative EM4294 configuration word is to be used automatically
during communication with particular tags (addressed mode, refer to next paragraph). To communicate with such
single tag in unaddressed mode, retrieved EM4294 configuration word needs to be applied manually using Tools -
> EM4294 Advanced Configuration menu after entering appropriate communication frame.

e Message “Please, communicate with single tag.” is displayed — more than one alternative EM4294 configuration
has been found. In such case, generally, the tags influence themselves too much avoiding the sufficient reception
level from all the tags when using single communication word. Encountering this message, please, remove the

transponders from the EMDB410 Reader but one.
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Communication with one particular tag
1. Stop the Continuous Inventory process if it is running

2. Choose one of the following

a. Select a tag by clicking on its UID in the table of detected tags. If the tag is either EM4233 2k or EM4233 SLIC,
EM4034, EM4035, or EM4135, Tag Specific panel is enabled (see figure below) and specific functions can be
invoked (Reset to Ready, Quiet Storage, Stay Quiet)

b. By double-clicking on one UID of the EM4233 2k and EM4233 SLIC in the table of detected tags, the tag
respective communication frame is displayed and a communication to this tag is available in Addressed mode.
There, to return to Continuous Inventory frame, simply select a Continuous Inventory -> ISO15693 Inventory
menu again

HEEM-{Z‘EM Reader Application Software Release 0.2 - |D|ﬂ

Reader Connection  Tag Selection  Continuous Inventory Taools  Help

—LContinuous [nventary

—General
1T5 Irwentary Start | ~Single Inventory
Tags detected by Inventory command:  AF1 = 0x00 1T5 Inventary | RF Reset | StartUp 175 Inw. |

TR-TYPE[UID -l =

j AF| Control
EM4835 |EB160C8108117FFD
EM4834 EO16048116006204 Set AFl | AF| = 0400 Clear AF |

Reszet to Ready [general) |

T ag Specific [zelect the tag in the table on the leff———

Feset to Ready |
[ |
. . [Huiet Starage
—Recommended EM4294 configuration word———————
E4294 config. word = default Stay Quiet |

Skatus: O.K, Reader Version: 0.0, Family: 161, Date : 12,9,2006
Meszage Window
13:43:00 Received: <02 04 FOD0F4 03 > d
13:45:00 Ok
13:49:00 RF Reset succesful
13:43:02

13:43:02 175 Inventory with zelf-tuning

13:49:02 Sent: [02 0280 26 01 00 F6 04 53 03

13:43:03 Received: <0214 800033 CB 80020000 FD 7F 11 08 01 OC 16 EOGA 11 F503 0214 8000 33 CB 80 02 00 00 04 62 0016 01
0416E0DE 30850302 04 B0 FE 7403 »

13:43:03 0K

12:43:03 Tag UID = 0<E016040116006204 found. (EM4234 chg.word = 0x0280CB33)

12:43:03 Tag UID = 0xECT60CO108117FFD found. [EM4234 cfgword = 0x0280CB33) j

Figure 23 Enabled tag specific controls
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4.5. EM4294 Advanced Configuration

EMDB410 Reader application software allows a change of current EM4294 configuration word. When entering a selected
tag communication frame, default EM4294 configuration word is sent to the EMDB410 Reader automatically. Hence, it is not
necessary to change the configuration word manually.

Setup
1. Select a Tools -> EM4294 Advanced Configuration menu

HE Advanced EM4094 configuration -3 =l
—Ek 4094 direct configuratior

Current seftings = |[IEENSERE Wwite: |

MIE LB

Powerup: |0
Modulation : | D0k
Shart circuit protection :  |Enabled

Antenna selection:  |ANT1 and ANTZ2
Antenna diving : ||n phase

Filter zero: | 100 kHz
Filter lows pass :  |400 kHz
Gain: |Gain decreased 11.4 dB
AMAPM input = [RFINZ input (PM]
Automatic gain:  [OMW

ARC attack mode | First pulse not attacked
AGC decay mode :  |Fast
AGC aftack rate: |19 dB/us
AGC decay wait ;|44 us
BPSK output 1 |Subcarrier
EFSE. frequency adjust . | Dizabled
Analog output :  |Enabled
Hold delay - |5 us

Oscillator gain: | High gm

R [N { CR  RC R K

DOseillator selection : | |ntemal quartz

Figure 24 EM4294 Advanced Configuration Modal Window

Click on Write button to apply the selected EM4294 settings.
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4.6. EMA4294 Crypto Engine Key Management

To authenticate successfully, the key value in the SIM crypto engine must match the key value stored in the
EM4233/EM4035 transponder. In order to support both EM4233 and EM4035 transponders at the same time, EM4233 High
Security mode key value shall be stored at SIM crypto Key no.2 position.

Setup
1. Select a Tools -> SIM Card Key Management menu - automatic SIM card detection is performed automatically

E[.-_‘?EM4294 Reader Application Software Release 0.9 - |D|ﬂ

Reader Connection  Tag Selection  Continuous Inventory Taools  Help

—5IM Card K.ey Management

General
’7 SIM Crypto Engine Status: Detected

Sk Crypto Engine Reset Change Sk Crypto Engine Password |

Change Key

SUK = |584552454D535441 4E444152 write SLIE. |
Fepl= |DDDDDDDDDDDDUDDDDDDDDDDD “wirite Key 1 |
Kep2= |584552454D535441 4E444152 Write Key 2 |
kepd= IDDDDDDDDDDDDUDDDDDDDDDDD Wirite ey 3 |

M5By L3Eyte
Detault values |
Status: Ok, Reader Firmware Version: 0.6, Family: 161, Date : 29,9,2009
Meszage Window
16:04:03 Date : 29.9.2009 d
16:04:03 Ok

16:04:03 Reader cornected

15:04:03 Firrware family 167 iz dedicated to 15015693 tags. 15014443 Type & and B tag commands are not available in this firmware.
15:04:03 NOTE: To enable 15074443 Type & and B tag command set instead, pleaze upload the firmware family 162 into the reader.
16:04:06
15:04:06 51k Crypto Engine reset

16:04:06 Sent: |02 06 84 0004 00 86 031

16:04:07 Received: <0203 84 003812953606 01 03 >
15:04:07 SIM crypta version = 06

16:04:07 OK.

| -

Figure 25 SIM Card Key Management Communication Frame

Key update

1. Enter a particular key new value into its edit box

2. Click on appropriate Write Key or Write SUK button

2. Enter the SIM card password that is required for changing the key content

After updating a key value, any further authentication with this new key is performed. To authenticate to the factory
programmed EM4233/EM4035 transponder, update the Super User Key value in the SIM crypto obtained by clicking on
Default values button.

Warning: No error message is asserted when applying incorrect password, the key change is simply not applied.
Change SIM card password

1. Click on Change SIM Card Password button
2. Enter the current and the new password
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4.7. EM4294 Crypto Engine Auxiliary Commands

Following auxiliary commands are available in the SIM Card Management -> Auxiliary Commands menu;
a Get Chip Supplier Serial Number — returns the unique serial number of EM4294 AFE
O Get Random Number — returns the random number generated by the EM4294 crypto engine feature
O Read/Write User Memory — provides the access to the free user memory within the EM4294 crypto engine

%EM-!ZQ-! Reader Application Software Release 0.2 i ] ]

Reader Connection  Tag Selection  Continuous Inventory  Tools  Help

51 Awsiliary Command:
Generat

Er4035 Crypta Engine Status: Detected

—Chip Supplier Serial Mumber [CSSM}——

EM4035 Crypto Engine Reset Get Chip Supplier Serial Murmber |
User Memary Acces: Serial number =
Address = IDDDD Uszer Memory Size = 77777 _ |
Data = 1etEte LastEyte

[nooooo0o000000000000000000000000 “Fiandom Humber

MIEye LBy
Get Random Mumber |
Read Data | Wirite Data |

Random number =

Giet Maximum Address | |

1stByte LastByte
Skatus: O.K. Reader Version: 0.1, Family: 162, Date : 28.3.2007
Message Window
10:19:19 Date : 28.3.2007 ;I

101519 0K

10:19:19 Reader connected

10:19:19 Firmware family 162 iz dedicated to 1501444358 tags. EM400E and 15015693 tag commands are not available in thiz firmware.
10:19:19 NOTE: To enable EM4008 and 15015693 tag command set instead, please upload the firmware family 167 into the reader.
10:19:24
10:159:24 EM4035 Crypto Engine reset

10:19:24 Sent: |02 06 84 00 04 00 86 03

10:19:24 Received: <0209 84 0038 12953606 01 03 >

10:19:24 SIM crypta version = 06 j

10:13:24 0K

Figure 26 Crypto engine Auxiliary Command window

Note: User memory access into the EM4294 crypto engine user memory area is limited to the certain maximum address
limit depending on the actual EM4294 crypto engine firmware version and sub version. Click on Get Maximum Address
button to obtain the actual user memory size.

Copyright © 2009, EM Microelectronic-Marin SA 20 www.emmicroelectronic.com
10/09 — Rev.B



AN433

4.8. Bootloader

Following notes describe a process of uploading a new firmware into the EMDB410 Reader. It is possible to upload the
firmware without performing an establishment of the connection.

Setup

1. Connect the USB cable to the EMDB410 Reader
2. Select a Tools -> Bootloader -> Import firmware menu

%EM-{Z‘EM Reader Application Software Release 0.2 - |D|ﬂ
Reader Connection  Tag Selection  Continuous Inventory Taools  Help
—Boot Loader Suppart
File: name:
Browse |
Upload
pload firmware |
Upload progress:
0%
Skatus: O.K, Reader Version: 0.0, Family: 161, Date : 12,9,2006
Meszage Window
1447.12 =
14:47:12 Reader VYersion
14:47:12 Sent: [02 03 FD FE 03
14:47:13 Received: <0208 FD 0000 2C 0D &1 7503 >
14:47:13 Version: 0.0
14:47:13 Family: 161
14:47:13 Date: 12.9.2006
14:47:13 0K
14:47:13 Reader cornected
14:47:13 Firmware family 167 iz dedicated to 15015693 tags. 15014443 Type A and B tag commands are not available in thiz firmware,
14:4713NOTE: To enable 15074443 Type & and B tag command set instead, pleaze upload the firmware family 162 into the reader.

Figure 27 Bootloader Communication Frame

Click on Browse button to enter a complete path of the new firmware hex file. If the firmware hex file is imported to the PC
memory successfully, Upload firmware button is enabled.

Upload firmware

1. Click on Upload firmware button
2. If the EMDB410 Reader connection is not yet established, the EMDB410 application software asks for the COM port —
select the appropriate port the EMDB410 is connected to

Upload firmware process lasts about 1 minute. If the firmware is uploaded successfully, the connection is established
automatically (see following figure). In the second item of the status bar, current firmware version, family, and date of

creation is displayed.

Copyright © 2009, EM Microelectronic-Marin SA 21

10/09 — Rev.B

www.emmicroelectronic.com



AN433

E.-_‘FEM-!ZQ-! Reader Application Software Release 0.2 i ] ]

Reader Connection  Tag Selection  Continuous Inventory Tools  Help

" Boot Loader Support

File: name:
W MRFID_DSPherchfimmware_EM4294%irmware_standardimain_14443 hex Browse |
Upload

Upload firmware |

Upload progress:

Skatus: O.K. Reader Version: 0.0, Family: 162, Date : 12.9.2006
Message Window
13:56:43 -]

13:56:49 Reader Version

12:66:49 Sent: |02 03 FD FE 03]

13:56:49 Received: <02 08 FD 0000 2C 0D 42 7603 >

13:56:49 Version: 0.0

13:56:49 Family: 162

13:56:49 Date: 12.9.2006

13:56:49 0K

13:56:49 Reader connected

13:56:49 Firmware family 162 iz dedicated to 1501444358 tags. EM400E and 15015693 tag commands are not available in this firmware,
1356:49 NOTE: To enable EM4008 and 15015693 tag command set instead, pleaze upload the firmware family 167 into the reader. j

Figure 28 Firmware is uploaded successfully

Note: When the new firmware is being uploaded into the EMDB410 reader, it is the application part that is being modified
only. The firmware bootloader part remains unchanged. In case the bootloader function is interrupted accidentally and the
reader remains silent, i.e. no further communication is possible, please disconnect and connect back the USB cable. By
means of such reconnection, the EMDB410 firmware is reset and switched into the bootloader mode. Then, click on Upload
firmware button to repeat the upload again.

In other words, when the firmware application part is corrupted, always reconnect the USB cable and enter the Tools ->
Bootloader -> Import firmware menu directly without entering the Reader Connection menu item.

5. Error handling

There are three kinds of errors;

e Reader Communication errors (e.g.; USB cable has been disconnected accidentaly and the EMDB410 reader does
not answer at all) — check the USB cable is connected correctly, then the connection has to reestablished
unconditionally (Reader Connection -> Connect menu)

e Tag Communication errors — insufficient RF energy (e.g.; tag response has CRC error) - try to change the position
of the tag or mutual position among the tags in respect to the reader antenna

e Tag Communication errors — protocol issue (e.g.; no response from the tag) — try to determine whether the tag is
the type it is considered to be or whether the tag is in some altered mode it is not exepected to respond
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